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MEETING MINUTES

August 14, 2025: Joint Committee and Board Meeting (youtube.com)

Communications Committee Members Present: Davlynn Racadio (MPD), Ah Lan Leong (HPD)

Communications Committee Members Not Present: Lavina Taovao (KPD)

Technical Committee Members Present: Stacy Domingo (HIFD), Tony Ramirez (V2X), Tony Velasco (DIT)

Technical Committee Members Not Present: Shawn Kuratani (HFD), Thalia Burns (APCO/NENA), David Miyasaki (KPD), Kenison Tejada (FirstNet)

Finance Committee Members Present: Stephen Courtney (C&C of Honolulu), Liz Gregg (AT&T), Matthew Kurihara (HPD), Reed Mahuna (HIPD), Todd Omura (CIO Designee), Tony Velasco (DIT) 

[bookmark: _Hlk199771374]Finance Committee Members Not Present: Edward Fujioka (EMS)

Staff: Royce Murakami (911 Board), Benson Leung (911 Board), Stella Kam (AG)

Guests: Maileann Ah Mook Sang-Frank (RDC), Francis Alueta (HT), Brian Boezeman (Intrado), Christian Burns (HT), Frannie Chung (EMS), Ruth Cruz (Intrado), Carla Even (RapidSOS), Zachary Fernando (HIPD), Marisa Fujimoto (HT), Buck Giles (OS), Sherri Griffith Powell (Mission Critical), Melia Johnson (MPD), David Jones (Mission Critical), Stella Kam (AG), Ji Sook Kim (Consumer Advocate Designee), Michelle Kratel (HIPD), Mike Lambert (DLE), Patrick Leddy (LCC), Rebecca Lieberman (Spectrum), Brian McKee (DIT), Jackie Mines (Mission Critical), Robert Mohr (Exacom), Andrew Muraoka (KPD), Tamera Neal (Intrado), Gregg Okamoto (MPD), Lorrin Okumura (EMS), Stacy Perreira (KPD), Jeff Reeve (AT&T), Megan Reilly (EagleView), Ernest Robello (DLE), Justin Rodino (RapidSOS), Corey Shaffer (Verizon), Calvin Sung (HPD), Keola Tom (MPD) 

I. Call to Order, Public Notice
The meeting was called to order by the Board Chair. Public notice was given. 

II. Public Testimony Will Be Taken on All Agenda Items as Those Items Occur During the Meeting

III. Roll Call, Quorum
A roll call was taken, quorum was present for all committees except the Technical Committee. 

IV. Review and Approval of July Meeting Minutes
Board Chair requested a motion to approve July’s Meeting Minutes. Tony Ramirez motioned to approve July’s Meeting Minutes. Stephen Courtney seconded the motion. A voice vote was taken, motion was unanimously approved. 

V. [bookmark: _Hlk116385008]Committee Updates by Committee Chairs
a. [bookmark: _Hlk196747545][bookmark: _Hlk189482624][bookmark: _Hlk178243121]Communications Committee – Davlynn Racadio
i. [bookmark: _Hlk196747889]Statewide 9-1-1 Outage on 6-5-2025
Davlynn Racadio requested an update from Corey Shaffer regarding the item above. 

Corey Shaffer stated that Verizon customers began experiencing disruptions to 911 service on 6-5-2025 at 6:23am HST and calls during early onset were re-routed by Verizon’s wireless network management center to the PSAP’s administrative lines without ANI/ALI. Also, Zachary Fernando notified him that callbacks initiated by the PSAP were failing. Corey Shaffer explained that the outage was caused by the following events below:
· A fiber cut to one of Verizon’s links in California due to vandalism, which was repaired by AT&T after 7 hours and 24 minutes. 
· The secondary backup route for bearer traffic maintained its connection but the SS7 signaling did not function properly due to a card failure. He added that Verizon has adjusted its automation to detect not only primary link failure but also signaling link failure as well. 
· Verizon’s third backup route did not have enough capacity for TDM and 911 calls since they were both sharing this option and is not sized to handle this amount of traffic. 

Stephen Courtney asked Corey Shaffer why did a failure in California impact Hawaii. Corey Shaffer responded stating that call delivery signaling for all wireless carriers in Hawaii is facilitated by infrastructure in the mainland. He added that this outage had no relation to the undersea cables, which are deemed reliable. 

ii. [bookmark: _Hlk205212524]Maui County Issues with 9-1-1 Calls on 7-23-2025
Davlynn Racadio requested an update from Melia Johnson regarding the item above.

Melia Johnson stated that there were a range of issues from dropped calls, one-way audio issues resulting in callers unable to hear the call takers, and calls from hotels/businesses being routed to Northern911 or Viiz Communications. She added that they were keeping track of the Intrado printouts and the cases, which led them to discover that the call could function normally when the call taker initiated a callback. She mentioned that during a night shift there were 26 calls in a row that experienced one-way audio issues with 808-911-0510 as the caller ID. She stated that the issues appear to be resolved now after working with Hawaiian Telcom and Marisa Fujimoto. 

Marisa Fujimoto stated that the one-way audio issues were caused by Hawaiian Telcom’s K-37 and this was resolved by rebuilding the cross connects. She mentioned that Hawaiian Telcom found out about Bandwidth.com routing Maui County’s 911 calls to the national call centers roughly a week or so later. She stated that test calls were conducted yesterday and the call routing issue has been resolved. Melia Johnson concurred with Marisa Fujimoto. 

iii. Update from Oahu PSAPs regarding Viper 7 Upgrade
Davlynn Racadio requested an update from Ah Lan Leong regarding the item above.

Ah Lan Leong stated that the Oahu PSAPs attended a go/no-go meeting with Hawaiian Telcom and Intrado on 7-29-2025 and they decided to not proceed with the Viper 7 upgrade this month primarily due to the SCC being incapable of showing sectors for wireless phase one calls. She mentioned that they opened an inquiry ticket in March 2025 to address the aforementioned issue. During the meeting, Intrado stated that the feature is not supported at this time and it would have to be a formal feature request, which would take a minimum of 6 months to implement. Additionally, Intrado mentioned that none of their other existing customers utilized phase one. Ah Lan Leong stated that they will not be a part of the September 2025 cutover for this reason and will be eyeing dates in 2026. She then mentioned another concern regarding wireless phase two confidence levels, which have not been tested yet. Davlynn Racadio stated that the former was one of the reasons why Maui did not proceed with the Viper 7 upgrade in March 2024. She added that there is a follow-up meeting with Hawaiian Telcom and Intrado later today to discuss the results from the meeting held on 7-29-2025. Corey Shaffer asked Tony Ramirez when this meeting will take place. Tony Ramirez responded stating that it will start shortly after the 911 Board meeting today. Corey Shaffer and Tony Ramirez agreed to provide an update regarding this matter during next month’s 911 Board meeting. 

Marisa Fujimoto mentioned that the aforementioned 6-month timeframe seems to be based on Intrado’s pending workload. She added that Intrado will most likely reassess their current workload to prioritize resolving the issues raised by the PSAPs above since the no-go decision was rendered. She stated that Hawaiian Telcom fully supports the PSAPs’ decision to not move forward until the issues are resolved. Tamera Neal confirmed that the forthcoming meeting will be to discuss the current state, any concerns or questions, and how to progress forward. Tony Ramirez stressed the importance of phase one calls given Hawaii’s remote terrain/locations and not every call is wireless phase two. 

Marisa Fujimoto stated that a resolution was rolled out to Kauai a few weeks ago and to Big Island this past week to address the wireless phase two call issue. She then asked Stacy Domingo if this issue was resolved or not. Stacy Domingo responded stating that it has been resolved. 

b. Technical Committee – Shawn Kuratani
i. No Updates

1. [bookmark: _Hlk126145491][bookmark: _Hlk146543572]Advisory Committee – Rebecca Lieberman
a. Updates on Legislative Session
Rebecca Lieberman stated no updates.


c. [bookmark: _Hlk135829230]Finance Committee – Edward Fujioka
i. [bookmark: _Hlk201906626][bookmark: _Hlk201907264]Review of Monthly Y-T-D (Year to Date) Cash Flow
July 2025 Cashflow Statement:

Surcharge Collection: $1,003,189
Interest Income: $113,629
Total Receipts: $1,116,818
Total Disbursements: ($20,542)
Net Receipts/Disbursements: $1,096,276
Net Encumbrances Adds/(Paydown): ($615,802)
Net Cash Inflow/(Outflow): $483,543
Outstanding Encumbrances: $14,819,805
Net Bank Balance: $48,896,384
Unencumbered Cash Balance: $34,076,579

VI. Review of Mission Critical Partners Draft Report
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AI-generated content may be incorrect.]
Sherri Griffith Powell stated that the slide above represents Mission Critical Partners’ (“MCP”) current readiness assessment of Hawaii regarding NG911 across various components. She added that it will take approximately 2 years to connect the originating service provider (“OSP”) to the core service provider via SIP after each of the components above have reached the “NG911 Ready” column. She mentioned that the majority of MCP’s recommendations if not all should be implemented to ensure successful transition to NG911.
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Sherri Griffith Powell reiterated that MCP discussed in detail with the PSAPs, Hawaiian Telcom, Intrado, V2X, and the 911 Board staff to produce this assessment and recommendations. 
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AI-generated content may be incorrect.]
Sherri Griffith Powell stated that the aforementioned conversations with applicable stakeholders revolved around the categories shown in the slide above. 
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AI-generated content may be incorrect.]
Sherri Griffith Powell stated that the slide above depicts the current assessment for each of Hawaii’s NG911 readiness components. 
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AI-generated content may be incorrect.]
Sherri Griffith Powell stated that the slide above provides a numerical score for each of Hawaii’s NG911 readiness components. She added that these scores range from 1 to 10 with 10 representing fully implemented NG911.
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Sherri Griffith Powell highlighted the governance section to convey a distinction that the most successful NG911 implementations involve a prevalent state government presence, which does not have to be authoritarian but instead is supportive and not limited to only being a funding source. She added that it is not mandatory for Hawaii to amend its current legislation and/or alter the existing governance structure to ensure NG911 transition. Furthermore, MCP’s recommendations are based on best practices, industry standards, and their past experiences. 
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Sherri Griffith Powell stated that Hawaii scored well in the following governance related categories: communication, coordination, technology, and budgeting due to its active board participation along with the defined committees/subcommittees that maintain strong collaboration with one another. She then explained the difference between budgeting and funding in which the latter consists of creating a stable and sustainable structure to support ongoing costs of NG911. Tony Ramirez asked Sherri Griffith Powell if MCP’s report identifies these aforementioned costs and provides recommendations for funding purposes if a surcharge increase is warranted. Sherri Griffith Powell responded stating that there is a forthcoming report which provides details, information, and recommendations regarding cost analysis. Sherri Griffith Powell asked Corey Shaffer how the 911 Board’s funds are distributed. Corey Shaffer responded stating that the distribution of funds is based on the aggregate requests and availability/sustainability. Tony Ramirez added that the tariff solely covers wireline charges and the wireless plus VoIP fees are provided via surcharge collection. 
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Sherri Griffith Powell mentioned that Hawaii should expand its statewide strategic plan to include aspects such as operational, technical, goals, and a NG911 transition roadmap since it currently only covers financial plus budgeting. 
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Tony Ramirez asked Sherri Griffith Powell if MCP could provide comparative data and figures regarding surcharge rates after NG911 transition from other states that are similar in population size and call volume as Hawaii. Sherri Griffith Powell responded stating that they will provide the requested information and noted the added costs of shipping due to Hawaii being a remote location. She added that MCP concurs with a previous report provided to the 911 Board that it should update the legislation to ensure surcharge collection is received from all service providers. 
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Sherri Griffith Powell stated that it would be beneficial if the 911 Board staff could provide technical support for the PSAPs. 
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Sherri Griffith Powell mentioned that procurement is conducted through the PSAPs and not on a statewide level. She stated that these contracts should have defined service level agreements (“SLA”) that include expectations, penalties, etc. Corey Shaffer mentioned that the PSAPs rely heavily on Hawaiian Telcom as the primary source for technical knowledge and information. Corey Shaffer asked Sherri Griffith Powell how many states hire support staff versus utilize the service provider or vendor to provide technical expertise. Sherri Griffith Powell responded stating that the majority of states maintain technical staff to ensure the vendors are meeting their contract requirements and for troubleshooting incidents (e.g. outages). She added that other states hire a third party to assess vendors. 
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Sherri Griffith Powell stated that the term NG911 hybrid solution is used because the services will be split between the mainland and Hawaii. She added that the usage of the term hybrid does not indicate a lower level of service but rather it is how Intrado references it. Brian Boezeman concurred with Sherri Griffith Powell. He added that call routing decisions will be processed in the mainland and voice will be based in Hawaii. Corey Shaffer stated that the wireless carriers will have their 911 SIP interconnection from the mainland and may need to order additional facilities to connect back. He added that connecting directly to Intrado in the mainland could result in fewer components and has the potential for increased reliability. Furthermore, he mentioned that network reliability might increase if the local and mainland service providers connect to their own respective regions. Tony Ramirez mentioned that the regulatory environment governing the PSAPs will change upon NG911 transition to FCC due to interstate involvement versus the current PUC governance under Hawaiian Telcom. Sherri Griffith Powell added that there is an FCC report regarding OSP migration, which is a part of their oversight. 
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Sherri Griffith Powell stated that the slide above defines the functional elements within Next Generation Core Services (“NGCS”). 
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Sherri Griffith Powell stated that the slide above details the legacy and/or transitional elements required for NG911 transition. She reiterated that Hawaii’s NG911 solution is a hybrid approach since functional elements such as border control and media servers will be located in Hawaii while the majority of components are hosted in the mainland. 
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Sherri Griffith Powell stated that Hawaii currently has a transitional state of NG911 from Intrado using the Request for Assistance Interface (“RFAI”) which supports IP based call delivery but does not meet all the i3 standards. She added that Intrado offers i3 service to assist with Hawaii’s transition. 
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Sherri Griffith Powell stated that MCP’s recommendation is to have session border controllers (“SBC”) on each of the islands since it is related to the ESInet and interoperability. 
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Sherri Griffith Powell stressed the importance of ESInet interconnectivity for situations such as an outage to divert and route calls amongst the islands. She added that this is subject to the operational agreements and ability to dispatch for other islands. 
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Sherri Griffith Powell stated that ESInet interconnectivity for Hawaii is only within the state given its remote location. She added that this differs from the definition of true end state i3 since the mainland is able to connect with all the other states. Furthermore, she stated that Hawaii will need to be interconnected with the military, coast guard, etc. 

Francis Alueta asked Sherri Griffith Powell if each island should have its own ESInet or does the state utilize a single ESInet. Sherri Griffith Powell responded stating that it will be a single ESInet.

Corey Shaffer asked Davlynn Racadio if the islands have the ability to dispatch for each other during an outage. Davlynn Racadio responded stating that Maui does not have this capability currently. Tony Ramirez added that they have the ability to provide statewide GIS to each of the islands but mentioned that the radio dispatch system would require proper setup. Sherri Griffith Powell stated that other PSAPs are able to enter 911 call data into the CAD for dispatch purposes and then route it to the appropriate PSAP through the CAD to CAD interface, which is the vision for end state NG911. She added that this could have been helpful during the Lahaina fires to aid call taking and dispatching. Tony Ramirez mentioned that Maui was able to process majority of the 911 calls aside from the affected burn area in Lahaina. Davlynn Racadio concurred with Tony Ramirez. Sherri Griffith Powell referenced the Verizon outage discussed during the Communications Committee and stated that an interconnected ESInet could have helped alleviate this situation. 

[image: Text

AI-generated content may be incorrect.]
Sherri Griffith Powell stated that after ESInet setup and usage of Intrado’s i3 version of core services takes place then the next focus will be carrier ingress. 
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Sherri Griffith Powell recommended that Hawaii should evaluate its last mile connections and confirm the ability to scale up for potential options such as accepting photos/videos and/or cloud-based call handling equipment since it requires a significantly larger last mile connection as compared to an average PSAP. 

[image: ]
Francis Alueta asked Sherri Griffith Powell if MCP and/or NENA are able to provide guidance on the estimated bandwidth required. Sherri Griffith Powell responded stating that the current bandwidth is sufficient but the introduction of accepting videos may expose limitations, which requires evaluation from both Hawaiian Telcom and Intrado. She added that she will follow up with the MCP team regarding this question. 
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Sherri Griffith Powell stated that i3 capable call handling is defined as the ability to receive and process multimedia plus other capabilities mentioned above. She added that NENA is still working on the PSAP standard, which has not been released yet. Francis Alueta asked Sherri Griffith Powell to clarify the definition of i3 capable. Sherri Griffith Powell responded stating that i3 capable is when the call handling equipment has the ability to receive and process multimedia 911 calls. She added that the i3 capable call handling assessment score will improve post Viper upgrade and implementation. 

Sherri Griffith Powell mentioned that MCP does not mandate any PSAP to accept videos. She added that other PSAPs have the option to accept videos without the call taker required to view it. Furthermore, she stated that the PSAPs should make these decisions. 
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Marisa Fujimoto stated that MapFlex is server-based and SCC is web-based. Brian Boezeman concurred with Marisa Fujimoto. Sherri Griffith Powell asked Brian Boezeman if Intrado is using MapFlex. Brian Boezeman responded stating that the existing Viper system uses MapFlex while SCC is associated with Viper 7. Tony Ramirez added that Hawaii currently maintains a hybrid system with two islands using MapFlex and the other two islands on SCC. Sherri Griffith Powell stated that she will make the correction. 
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Sherri Griffith Powell stated that Hawaii scored well in network security, physical security, and staff security. 
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Sherri Griffith Powell recommended that the 911 Board should conduct an annual assessment process or a comprehensive cybersecurity exercise program of its statewide cybersecurity plan documented by the state of Hawaii’s Office of Homeland Security. 
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Sherri Griffith Powell stated that Hawaii currently does not have statewide cybersecurity policies or procedures in place. She recommended the 911 Board to create an interconnectivity policy with the associated minimum cybersecurity standards. Furthermore, MCP recommends each county to develop and document a formal cybersecurity policy. Sherri Griffith Powell asked Michelle Kratel if each county’s PSAP maintains its own cybersecurity policy. Michelle Kratel responded stating that Hawaii county does not have its own cybersecurity policy for their PSAP but would develop it if the resources were available. Sherri Griffith Powell stated that she will revise MCP’s recommendation to PSAP level cybersecurity plans instead of at the county level. Corey Shaffer asked Sherri Griffith Powell if MCP is able to provide examples of publicly available cybersecurity plans from other states and counties to assist the Hawaii PSAPs with developing theirs. Sherri Griffith Powell responded stating that most if not all cybersecurity plans are not publicly available to prevent access by illicit users. She added that NENA provides a standard for cybersecurity, CISA has guidelines/resources, and MCP is able to provide guidance. 
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Sherri Griffith Powell stated that Intrado monitors its own platform and does not currently support third party monitoring. She recommended that the 911 Board incorporate proactive monitoring as a required capability of the NG911 solution. She added that this could be a part of the SLA with Hawaiian Telcom and Intrado to proactively monitor the system and provide the PSAPs with dashboards and/or monthly reports. Furthermore, the National Institute of Standards and Technology’s (“NIST”) guidelines recommends third party monitoring to render unbiased assessments. She mentioned that other states hire a vendor to conduct this third-party monitoring on their behalf.

Sherri Griffith Powell asked Corey Shaffer if third party monitoring had been considered or not. Corey Shaffer responded stating that the 911 Board will have to discuss this. Sherri Griffith Powell cited that other home rule states elect a county to take lead on a contract and include any other applicable counties but is funded at the state level. 

Corey Shaffer asked Sherri Griffith Powell is the majority of third-party monitoring conducted by outside vendors/private companies or each state’s/county’s IT department. Sherri Griffith Powell responded stating that the majority will hire an outside vendor/private company. Jackie Mines added that a few states with robust IT departments handle the third-party monitoring. Furthermore, Sherri Griffith Powell mentioned that it does not have to be an outside party to handle the third-party monitoring. However, David Jones stated that the standards and best practices recommend an outside party. 
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Sherri Griffith Powell stated that a risk assessment should include a review of the state and/or local cybersecurity policies, process, and procedures. 
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Sherri Griffith Powell stated that NIST provides a cybersecurity framework self-assessment tool that the PSAPs can use to better understand the effectiveness of their cybersecurity efforts. She added that vulnerability scans are not currently being conducted. She mentioned that Hawaiian Telcom’s InfoSec group is waiting until the ESInet, NGCS, and Viper 7 have all been deployed before they begin to monitor the 911 network. She noted that Intrado conducts vulnerability scans and utilizes a third party for quality assurance purposes. She recommended that the 911 Board should work closely with any entities that will interconnect (e.g. military, coast guard, etc.) to address potential cybersecurity vulnerabilities. Furthermore, establishing consistent and high standard security practices across all interconnected entities is essential. 

Sherri Griffith Powell asked Corey Shaffer if a committee on the 911 Board has the capacity to develop a document detailing the best practices and recommendations to conduct the self-assessments mentioned above. Corey Shaffer responded stating that this seems feasible and within the purview of a committee on the 911 Board. Tony Ramirez added that a risk assessment checklist could be a requirement from the third-party vendor if the 911 Board decides to pursue this route for proactive monitoring purposes. 
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Sherri Griffith Powell stated that Hawaiian Telcom provides robust network security. She added that both physical and staff security are sufficient as well. 
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Sherri Griffith Powell stated that Hawaii’s relationship with V2X the GIS vendor for nearly 20 years provides stability and consistency, which is not common amongst the industry. She added that the only concern was to verify each county’s separate contract with V2X is kept up to date to prevent a gap in services since NG911 call routing is driven by GIS data. She mentioned that MCP’s report provides insight into policies and processes for GIS. 
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Sherri Griffith Powell stated that Hawaii is unique since it does not encounter any issues with edge matching but should be wary of GIS situations that involve multiple jurisdictions on the same island to ensure coordination. She recommended that Hawaii should coordinate the development and maintenance of 911 specific GIS data through a subcommittee or working group. 
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Sherri Griffith Powell recommended that the PSAPs should receive adequate IT and GIS level support. 
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Sherri Griffith Powell stated that drastic changes to addressing information sharing workflows are required to improve this performance metric to an NG911 readiness level and avoid any NG911 operational risk because call routing will be based on GIS data. Tony Ramirez stated that there is sufficient coordination between V2X and the government addressing authority for each county, which includes MSAG translations. He added that this is not conducted on the state level. Sherri Griffith Powell stated that she will follow up and clarify with the MCP team regarding this matter. 
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Jackie Mines stated that the PSAPs maintain robust training practices which reference APCO training standards. She added that each PSAP has their own COOP plan but should improve documentation and implementation on a statewide level regarding best practices and integration with each other. Furthermore, she mentioned that the development of the COOP plan should involve the NG911 provider. 

Jackie Mines recommended that the PSAPs should develop succession plans but they do not necessarily require proper documentation and could be functional/verbal instead. She added that a viable practice is to have staff backfill and temporarily cover upward positions to gain experience, which helps with succession planning. 

Jackie Mines mentioned that incident management could receive more support. She stated the overall consensus was that the facilities felt secure and the software plus hardware were adequate but cited potential issues regarding the 911 call center room. 

Jackie Mines stated that policies and procedures were among the weakest areas due to lack of staffing/resources to update them. She recommended the creation of a working group to share policies and templates for information sharing and efficiency purposes. 
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Jackie Mines stated that the PSAPs mentioned a lack of IT staff support in terms of personnel count and NG911 technical expertise. 
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Jackie Mines stated that over-the-top (“OTT”) applications improve response effectiveness and provide additional information/resources. She mentioned that there could be inconsistencies regarding usage and best practices for these OTT applications amongst the various PSAPs. She recommended that the PSAPs should maintain an open dialogue regarding the aforementioned inconsistencies to optimize these OTT applications. 
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Jackie Mines stated that there were concerns regarding how to raise issues with vendors. She added that NG911 is more complex than legacy 911. She recommended developing a working group on the 911 Board to discuss and provide technical perspectives for any potential issues that may arise. Furthermore, this could provide early detection of widespread issues if multiple PSAPs are experiencing the same thing to escalate the problem and expedite resolution. 

Tony Ramirez asked Sherri Griffith Powell if properly documented SLAs from the forthcoming NG911 service provider could prevent and/or resolve a majority of these incident reports. Sherri Griffith Powell responded stating that this is possible as long as the PSAP has the staffing and resources to review and enforce these SLAs to hold the vendor accountable. She added that the SLAs should be created by the end user and not the provider. Jackie Mines mentioned that understanding and troubleshooting SLAs with the vendors could be a time consuming and daunting task. She recommended hiring a dedicated individual to help facilitate communication, provide oversight, and resolve issues. 

Sherri Griffith Powell stated that there are tables with summaries and recommendations for each section located at the end of MCP’s report. 

VII. Public Service Answering Point Status Updates on Recruitment and other Personnel Issues
a. [bookmark: _Hlk189482896]Kauai Police Department – Andrew Muraoka
i. Update on Recruitment Process/Strategies and Personnel Training
Andrew Muraoka stated that they are in the midst of revamping their entrance procedures for dispatch. 

ii. Update on Personnel Issues and Vacancies
Andrew Muraoka stated that they currently have 11 personnel with a ~50% vacancy rate. 

b. Oahu Police Department – Matthew Kurihara
i. Update on Recruitment Process/Strategies and Personnel Training
Matthew Kurihara stated that they have approximately 32 applicants vying to fill the recently lost personnel mentioned below, which closes on 8-20-2025. He added that they continue to explore alternate recruitment/hiring methods including retirees as contract hires and sworn personnel. Furthermore, he mentioned that they are in the process of negotiating a retention bonus to assist with both staffing and recruiting. 

ii. Update on Personnel Issues and Vacancies
Matthew Kurihara stated that they currently have a ~37% vacancy rate. He added that they recently lost 2 personnel. 

c. Oahu Fire Department – Shawn Kuratani
i. Update on Recruitment Process/Strategies and Personnel Training
Shawn Kuratani not present to provide an update. 

ii. Update on Personnel Issues and Vacancies
Shawn Kuratani not present to provide an update. 

d. Oahu Emergency Medical Services – Lorrin Okumura, Diana Chun, Frannie Chung
i. Update on Recruitment Process/Strategies and Personnel Training
Lorrin Okumura stated that they currently have 5 personnel and 1 reliever dispatcher in their EMD academy. He added that they recently started console training which will persist for the next couple of months. Furthermore, he expects graduation to take place around November 2025. 

ii. Update on Personnel Issues and Vacancies
Lorrin Okumura stated no updates. 


e. Maui Police Department – Davlynn Racadio
i. Update on Recruitment Process/Strategies and Personnel Training
Davlynn Racadio stated that they are currently working with their DPS and HGEA agents plus administration to upgrade their job descriptions. She added that they will seek a job recruitment push around mid-September 2025. Furthermore, they retained 4 personnel from the last job recruitment push. She also mentioned that they are expediting training for 1 of their personnel that moved back recently. Lastly, she stated that they continue to utilize sworn and civilian personnel to assist with call taking. 

ii. Update on Personnel Issues and Vacancies
Davlynn Racadio stated no updates. 

f. Molokai Police Department – Davlynn Racadio
i. Update on Recruitment Process/Strategies and Personnel Training
Please see updates under Maui Police Department. 

ii. Update on Personnel Issues and Vacancies
Please see updates under Maui Police Department. 

g. [bookmark: _Hlk189482871]Hawaii Police Department – Zachary Fernando 
i. Update on Recruitment Process/Strategies and Personnel Training
Zachary Fernando stated that the 3 most recent recruits have resigned. He added that they plan to start another recruitment class in September 2025 with 3 trainees. Furthermore, they currently have 8 applicants in the background check stage. Lastly, they are exploring the idea of retirees as contract hires. 

ii. Update on Personnel Issues and Vacancies
Zachary Fernando stated that they currently have 16 vacant positions. 

h. Hawaii Fire Department – Stacy Domingo
i. Update on Recruitment Process/Strategies and Personnel Training
Stacy Domingo stated that they recently provided a realistic job preview for 12 candidates from a list of 32 individuals. She added that interviews and the selection process are forthcoming. 

ii. Update on Personnel Issues and Vacancies
Stacy Domingo stated that they currently have 9 personnel. She added that they could potentially lose 1 personnel either temporarily or permanently due to pregnancy. 

VIII. Items for Discussion, Consideration, and Action
a. Additional Items Proposed by Meeting Attendees


IX. Announcements
a. [bookmark: _Hlk149123142][bookmark: _Hlk178243270]Future Virtual Meeting Dates/Times (9:00AM-12:00PM)
i. [bookmark: _Hlk201907378]Thursday, September 11, 2025 (Combined Meeting)
ii. [bookmark: _Hlk205212965]Thursday, October 9, 2025 (Combined Meeting)

b. Future Conference Dates (3 Months of Advanced Approval Required)

c. Additional Announcements from Meeting Attendees

X. Open Forum: Public comment on issues not on the Board Meeting Agenda
There was no public comment on issues not on the agenda.

XI. Adjournment
Board Chair requested a motion to adjourn the meeting. Tony Ramirez motioned to adjourn the meeting. Tony Velasco seconded the motion. A voice vote was taken, adjournment was unanimously approved. The meeting was adjourned. 
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2 Approach

To comprehensively evaluate Hawaii's readiness for NG9-1-1, MCP conducted a detailed review of information
provided by the 9-1-1 Board's executive director, public safety answering points (PSAPs), and GIS and 9-1-1
vendors. This review encompassed the full 9-1-1 landscape across all Hawaiian islands.

MCP further engaged stakeholders by conducting interviews with PSAP staff, key stakeholders, and Hawaiian
Telcom representatives. These interviews were guided by MCP's proprietary MAPS tool, which is designed to
assess readiness for an NG9-1-1 environment. Recognizing that the transition from legacy 9-1-1 systems is a
complex undertaking that extends beyond simple technology replacement, the MAPS process also evaluates
operational processes, staffing levels, governance (including policies, procedures, and bylaws), funding
structures, and the technical architecture and networking in place.
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Table 1: Hawaii NG9-1-1 Readiness Scores

Lever Overall Score

Governance 4.10

Next Generation Core Services 3.82

Emergency Services IP Network

Call-Handling Equipment

Security

Geographic Information System

Operations

Overall Score
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3.1 Governance

Migrating fully to an NG9-1-1 emergency communications system is complex. Among the most critical success
factors in this transition is the presence of a robust governance structure. Governance is essential because the
NGS-1-1 transition affects every component of the emergency communications ecosystem—from evolving
network technologies outside the PSAP to the hardware, software, and operational workflows within it.

A well-structured governance framework helps address interoperability challenges and strengthens the
consistency and effectiveness of policies, procedures, and decision-making through the project lifecycle. By
cleasly defining roles, responsibilities, and authority, governance structures foster alignment among
stakeholders, support standardization, and promote effective communication. This, in turn, improves system
integration, minimizes operational risks, and enables the successful implementation of complex, multi-faceted
initiatives.

As part of the evaluation, the MAPS tool examines ten key governance-related areas that influence or require
oversight to assess a jurisdiction’s readiness for NG9-1-1 implementation:

*  Documentation *  Budgeting
*  Strategic Planning * Funding
* Communication * Staffing
*  Coordination *  Procurement

*  Technology * Standards and best Practices





image8.png
2
g
]
3

2]
»
H
8

&=

g
3

o
3
8
2
§
£
2
3

[9)

b

R

5
3

b

saonoeld }sag
Ppue spiepue)g

juawaindoid

buyeys

Buipuny

Bunsbpng

ABojouyoay.

1p100D

uonesuNWWo)

Buluue|g
a163jens

uonejuawndoq

Governance





image9.png
Strategic Planning

Score: 2.0

Having a strategic plan in place for a large technical project is essential, as it directly influences the project's
success, efficient resource allocation, risk mitigation, and alignment with the broader objectives of all
stakeholders involved. A strategic plan:

Defines what the project aims to achieve, why the project is important, and how the project will be
conducted

Ensures all stakeholders have a shared understanding of the project scope and priorities
Helps identify the human, financial, and technical resources needed

Allows for early identification of potential risks and dependencies to put strategies in place to
prevent and address them

Reduces delays, budget overruns, and technical failures

Establishes a communications plan

Improves coordination by defining the project, responsibilities, roles, and decision-making authority
Provides a schedule with key deliverables and milestones

Facilitates progress tracking and reporting

Enables justification of expenditures to stakeholders and elected officials

Builds stakeholder engagement, buy-in, and trust

While the 9-1-1 Board maintains a strategic budget plan, it does not currently encompass the mission, vision, or

specific tasks required to achieve full implementation of NG9-

1. MCP recommends that Hawai'‘i develop a
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Funding

Score: 3.0

9-1-1 services in Hawai'i are funded through surcharge as defined in Act 066, Session Laws of Hawai‘i 2024.
The 9-1-1 Fund is established outside the state treasury as a special fund administered by the 9-1-1 Board. The
fund consists of monthly 9-1-1 surcharge collections imposed on each communications service connection—
excluding connections, provided by the public utility offering telecommunications services and landline enhanced
9-1-1 service under Sextion 269-16.95. The surcharge is currently set at $0.66 per month per connection.

As noted in a previous report, MCP recommends updating the legislation to ensure the surcharge is collected
from all service providers, regardless of whether the provider is a public utility. This change is critical as
NG9-1-1 services may not always be delivered through traditional utility providers, and equitable funding is
essential to support the long-term sustainability of the NG9-1-1 system.
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Staffing

Score: 2.0

The 9-1-1 Board employs an executive director—whose primary role i to support the Board and facilitate the
work of its three committees—and an assistant. The Board's primary responsibilities include administering 9-1-1
fee collection and distribution, overseeing Board operations, and providing technical advisory support.

In alignment with Act 168, Session Laws of Hawai‘i 2011, and Act 066, Session Laws of 2024, two full-time staff
members may be sufficient under the current structure. As the Board evaluates the migration to a fully compliant
i3 NG9-1-1 solution, it should also consider the need for statewide technical and contract management support.
This support will be essential to effectively manage the NG9-1-1 vendor and ensure accountability throughout
implementation and ongoing operations.

Based on MCP's experience, most states employ dedicated technical resources to provide oversight of the
vendor, ensure compliance wnﬂ:conlractual obligations, and monitor the overall health and performance of the
NG9-1-1 system. Currently, the PSAPs do not have the technical capacity or resources required to fulfill this role
independently.

Establishing centralized technical oversight will help safeguard system reliability, promote consistency, and
support successful statewide deployment.





image12.png
Procurement

Score: 2.0

9-1-1 service in Hawai‘i was not obtained through a procurement; rather it is provided by Hawaiian Telcom

through a tariff. Currently, the individual PSAPs maintain their own contracts with Hawaiian Telcom for 9-1-1
service and hosted CHE. The PSAPs regularly participate in meetings with Hawaiian Telcom and in a permitted
interaction group (PIG). These contracts are based solely on the tariff and do not include SLAs, which are
crucial for ensuring vendor accountability. (The importance of SLAs is explained in more detail in Section 3.2.)
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Table 3: NGCS Readiness Scores

Reporting and MIS
Portal/Dashboard

Policy Routing

MSAG and GIS - MCS
Interoperal

Technology
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NGCS 3.64 0 0 4.0 | 20/ | 2.0 [ JEFXN 60 | 6.0

This score reflects a state in which NGCS functional elements have been identified and planning and early
implementation efforts are underway, yet legacy call-routing infrastructure remains in use. The foundational
rating assigned to this aspect of the assessment underscores a key opportunity to fully implement a standards-
based NG9-1-1 solution that meets the long-term operational needs of Hawai'i and its PSAPs.

By evaluating NG9-1-1 readiness against a baseline set of nationally recognized requirements and capabilities,
the 9-1-1 Board is uriquely positioned to elevate system performance, promote consistency, and create a more
equitable emergency communications environment—one that benefits all PSAPs and all users across Hawai'i.
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Functional Elements

Score: 4.0

The NG9-1-1 solution implemented across Hawai‘i must include the standards-compliant NGCS functional
elements described below.

Border Control Function (BCF) — A functional element that provides a secure entry into the ESInet
for emergency calls presented to the network. The BCF incorporates session border control and

firewall functionality, and may include media anchoring as well as other security mechanisms to
prevent deliberate or malicious attacks on PSAPs or other entities connected to the ESInet.
Emergency Call Routing Function (ECRF) — A functional element that supports GIS-based call
routing in response to queries from authenticated entities to direct an emergency call toward the
appropriate PSAP for the caller's location or toward a responder agency.

Emergency Service Routing Proxy (ESRP) — A functional element that interacts with the ECRF and
selects the next-hop routing within the ESInet based on location and policy.

Policy Routing Function (PRE) — A functional component of an ESRP that determines the next hop
in the call path using policy routing rules (PRRs) defined by the 9-1-1 authority.

Location Validation Function (LVE) — A functional element that supports the validation of civic
location (street addresses) against authoritative GIS database information.
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In addition, to support the evolution toward an end-state NENA i3 architecture, the functional elements
described below may be included in an NG9-1-1 solution during the transitional phase.

* Legacy Network Gateway (LNG) — Provides a signaling and media interconnection point between
callers in legacy wireline and wireless originating networks and the i3 architecture.

* Legacy PSAP Gateway (LPG) — Provides a signaling and media interconnection point between an
ESInet/NGCS and a legacy PSAP. It plays a role in the delivery of emergency calls that traverse an
i3 ESlnet to reach a legacy PSAP, as well as in the transfer and alternate routing of emergency
calls between legacy PSAPs and NG9-1-1 PSAPs.

* Legacy Selective Routerllsatsway (LSRG) — Provides a signaling and media connection point
between a legacy selective router and an i3 ESInet/NGCS, enabling calls to be routed and/or
transferred between legacy Enhanced 9-1-1 (E9-1-1) and NG9-1-1 networks.

* MSAG Conversion Service (MCS) — Provides conversion between MSAG-formatted location
information and NG9-1-1-formatted location information.

NGCS functional elements interact with each other and with elements in interconnecting networks as well as
with PSAP CHE using standard signaling protocols such as Session Initiation Protocol (SIP) for call delivery,
Location to Service Translation (LoST) to access ECRFs and LVFs for routing determination and civic location
validation, respectively, and Hypertext Transfer Protocol Secure (HTTPS) for retrieving additional data and
location information.

Hawaiian Telcom's NG9-1-1 solution has not yet been deployed. The planned NG9-1-1 solution is characterized
as a hybrid approach, in which some NGCS functional elements, such as BCFs and media servers, will be
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These functional elements are currently considered to be in a transitional phase on the NG9-1-1 readiness
continuum. Currently, 9-1-1 calls are delivered to PSAPs in Hawai'i using the Request for Assistance Interface
(RFAI), which supports IP-based call delivery but does not comply with NG9-1-1 standards.

The implementation plan developed by Hawaiian Telcom and Intrado involved a phased upgrade strategy. The
first step is to upgrac® the CHE to ensure NG9-1-1 standards compliance. Following that, Hawaiian Telcom will
complete the necessary reconfiguration to support NG9-1-1-compliant call routing and call delivery.

The final phase will involve enabling standards-based ingress to the ESInet/NGCS from OSP networks
operating within the state, in accordance with the FCC's recent Report and Order?. This step is critical to
achieving full NG9-1-1 compliance and ensuring statewide interoperability.

The proposed hybrid NG9-1-1 architecture raises important resiliency concerns, particularly if connectivity to the
NGCS elements on the mainland is disrupted. To address this, Intrado has proposed the deployment of a Call
Feature Server (CFS), and Call Protect Routing (CPR) functionality within its hybrid solution to provide
additional resiliency in call routing and delivery.

However, it is important to note that CFS and CPR are not part of the standard NG9-1-1 architecture. These
components rely on legacy technologies, including automatic number identification (ANI), automatic location
identification (ALI), and selective routing database (SRDB) information. While these backup elements may
enhance resiliency, their dependence on outdated infrastructure could limit their ability to fully support NG9-1-1
capabilities.

Therefore, it is critical that the backup mechanisms included in the Hawaiian Telcom/Intrado hybrid solution
meet, at a minimum, E9-1-1 standards. This includes ensuring reliable call delivery, callback capability, and
location information for fixed, nomadic, and wireless callers.
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Interoperability

Score: 4.0

Developing standard guidelines, requirements, and recommendations that align NGCS solutions with NENA'’s i3
standard and other industry best practices will help ensure the highest level of interoperability between the
PSAPs. Interoperability with outside agencies—such as the Coast Guard or other military installations—will
facilitate the seamless exchange of data and improve coordination during emergencies. The ability to
communicate and share information with other emergency services organizations can also improve response
times.

The interconnection of NG9-1-1 ESInets and NGCS may be necessary to support initial call delivery (e.g., when
alternate routing is in effect), as well as emergency call transfers. In addition, the NG9-1-1 solution will need to
support interoperability with legacy, transitional, and i3-compliant solutions.

Today, connectivity exists to support alternate and backup routing of emergency calls between PSAPs through
legacy E9-1-1 mechanisms. In some cases, the PSAPs rely on “white phones” to reroute 9-1-1 calls to
administrative lines or other numbers via the public switched telephone network (PSTN); however, these
rerouted calls do not |nc\ude}ccompanylng data, such as caller location or callback information.

As the legacy time division multiplexing (TDM) infrastructure is phased out in favor of IP-based
telecommunications, the NG9-1-1 solution must support on-island alternate routing and transfer capabilities
using next-generation technologies.
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Today, connectivity exists to support alternate and backup routing of emergency calls between PSAPs through
legacy E9-1-1 mechanisms. In some cases, the PSAPs rely on “white phones” to reroute 9-1-1 calls to
administrative lines or other numbers via the public switched telephone network (PSTN); however, these
rerouted calls do not include accompanying data, such as caller location or callback information.

As the legacy time division multiplexing (TDM) infrastructure is phased out in favor of IP-based
telecommunications, the NG9-1-1 solution must support on-island alternate routing and transfer capabilities
using next-generation technologies.

With the hybrid NG9-1-1 solution being deployed by Hawaiian Telcom and Intrado, it will be technically possible
to alternate route and transfer calls between PSAPs on an intranet and an internet. However, new processes
will need to be defined to support on-island alternate routing and transfer due to difficulties with dispatch. As
noted previously, the hybrid NG9-1-1 solution being deployed in Hawai‘i needs to include a plan for addressing
scenarios where connectivity to the NGCS elements on the mainland is lost. If such a failure occurs, Hawaiian
Telcom needs to be able to support the routing and delivery of emergency calls on-island. Currently, default
routing is determined ky the trunk group used to deliver the 9-1-1 call to the LSR. Under the proposed hybrid
architecture, Intrado’s CPR functionality will be used in scenarios where connectivity to the mainland is lost
CPR functions as a fallback mechanism by default-routing calls to the appropriate island, leveraging the legacy
E9-1-1 infrastructure to complete the call.
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Currently, PSAPs may establish mutual aid agreements with neighboring PSAPs to ensure continued call-taking
capability during times when they are unable to handle calls themselves. These situations may occur due to
scheduled maintenance, after-hours coverage, or, more commonly, due to unexpected equipment failures,
network outages, or PSAP evacuation. The need to divert 9-1-1 calls during both scheduled and unscheduled

disruptions will persist in an NG9-1-1 environment.

In an NG9-1-1 environment, call diversion policies and practices will be established by 9-1-1 authorities in
collaboration with PSAPs and implemented through PRRs. These rules are enforced by the PRF—a critical
component of the ESRP—which helps determine the next hop in the call routing path

Beyond the caller's geospatial location, the ESRP evaluates additional data, such as the operational status of
the target PSAP, and consults the PRF to apply the appropriate PRRs. This enables the system to make
informed, dynamic routing decisions.

PSAPs in Hawai'i currently support alternate routing of emergency calls based on routing tables in the selective
routers that are invoked under a limited set of conditions. The hybrid NG9-1-1 solution includes a PRF that
supports primary and alternate routing of 9-1-1 calls under a variety of conditions, including PSAP abandon and
special event routing. In the future, the hybrid NG9-1-1 solution will also support geospatial-based policy routing,
where 9-1-1 calls in an area that is affected by a disaster can be divided among different target destinations
based on the location from which they originate. This policy-based routing mechanism will support real-time
changes and facilitate call management across a wider range of operational situations—ensuring that 9-1-1 calls
are delivered to a PSAP that is capable of assisting.
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Carrier Ingress — LSR/Tandem

Score: 2.0

Today, 9-1-1 calls in Hawai'i are routed from wireline end offices or wireless MSCs to a selective router using
TDM interfaces. Emergency call traffic is aggregated at the selective router, where it is then processed by
Intrado’s functionality that converts TDM calls into SIP signaling and Real-time Transport Protocol (RTP) media.
These calls are subsequently routed to the appropriate IP-enabled PSAP over MPLS circuits using RFAI.

The IP selective routing function routes continues to use legacy telephone number (TN)-based routing
mechanisms, directing calls to the designated PSAP along with a 10-digit “location key.” Consistent with legacy
E9-1-1 call flows, K PSAP uses this key to query an ALI database to retrieve the caller's initial location and
receive subsequerslocation updates.

The transition of carrier ingress traffic from TDM-based signaling delivered to LSRs to SIP-based delivery over
ESlnets must comply with the requirements and timelines established in the FCC Report and Order titied
Facilitating Implementation of Next Generation 911 Services, referenced above. Discussions with Hawaiian
Telcom and Intrado revealed no specific target date for decommissioning selective routers and eliminating
associated costs.
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Bandwidth

Score: 6.0

NG9-1-1 solutions must include sufficient bandwidth to support voice, video, and text communications.
Additionally, the bandwidth should be scalable to accommodate future growth and enhanced services. NENA-
INF-016.2-2018 recommends that “a fundamental best practice is to provision as much bandwidth capacity
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The procured ESlnet core currently has sufficient bandwidth to support 9-1-1 voice and text communications.
However, the introduction of video capabilities may expose limitations in the last mile circuits. To ensure long-
term scalability, it will be necessary to re-evaluate bandwidth requirements in relation to existing infrastructure
capabilities to ensure that the NG9-1-1 solution has the necessary flexibility to support future increases in data
capacity and quality.
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i3-capable Call Handling

Rating: 6.0

CHE is viewed as “i3-capable” when it can receive and process multimedia 9-1-1 calls—calls that may include
text, imagery, and video as well as voice communications—with associated callback and location information
provided in incoming SIP signaling, and deliver those calls to the appropriate agent. Additionally, i3-capable
CHE supports the processing of additional data associated with a 9-1-1 call. Additional data consists of
information such as service type (similar to the Class of Service) and service provider identification and contact
information.

When location or additional data is delivered by the ESInet and NGCS to the CHE “by reference,” i3-capable
CHE must be able to interact with the appropriate NGCS element or an element outside of the ESInet, such as a
Location Information Server (LIS) or ADR, to obtain the location object or additional data blocks.

i3-capable CHE also supports logging and test call capabilities.

In addition to handling initial 9-1-1 calls, i3-capable CHE must support emergency call transfer capabilties,
including access to network bridging functionality and the automatic delivery of incident data to the transfer-to
PSAP. Like legacy customer premises equipment (CPE), i3-capable CHE must be able to handle 9-1-1 calls
that originate as teletypewriter (TTY) calls and PSAP-originated calls, such as emergency callbacks or support
calls.
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Mapping

Score: 10

PSAPs in Hawai'i currently use Intrado’s MapFlex service, a web-based public safety mapping application
integrated with the CHE. MapFlex displays the location of 9-1-1 callers on a map, enabling call-takers to triage
9-1-1 calls based on spatial information. This integration supports faster and more accurate incident response.

i3 standards specify the support of a Mapping Data Service (MDS) that PSAPs can use when answering out-of-
area calls. The MDS enables an appropriate map display of the area in which the caller is located—just as if the
call was received from an in-area caller. For consistency and ease of use, it is highly desirable that all systems
within a PSAP requiring map display utilize a common mapping interface. An MDS can serve this purpose by
providing a uniform display across all PSAP elements.

The MDS is provisioned with GIS data from the same layers used by the ECRF, along with additional layers
defined in the NENA NG9-1-1 GIS Data Model standard. Agencies may choose to share a common MDS or
deploy separate MDS instances.

Part of the transition tg"NG9-1-1 will include evolution to Intrado’s Spatial Command and Control (SCC) product,
which is an integrated mapping solution. SCC provides shared, precise mapping that utilizes authoritative GIS
data and search tools. It provides the information needed to locate callers and dispatch services quickly and
accurately, and provides for enhanced situational awareness across jurisdictions.
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The Hawai'i Office of Homeland Security has documented and implemented a statewide cybersecurity plan but
has not yet instituted an annual assessment process or a comprehensive cybersecurity exercise program.
Support for an annual assessment program, as well as exercise and training programs are part of the
cybersecurity plan. MCP highly recommends that the 9-1-1 Board pursue implementation of these planned
cybersecurity activities.
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Cybersecurity Policy and Procedure

Score: 2.0
According to NENA-STA-040.2-2024, NENA Security for Next Generation 9-1-1 Standard (NG-SEC):

A cybersecurity policy is a documented strategy defining an Entjtly]'s purpose, scope, roles,

responsibilities, management commitment, coordination, and compliance in relation to

securing NG9-1-1. Cybersecurity policy is the sum-total of security polices vital to a security
] program

This includes the specification of a Cybersecurity Incident Response Policy, which defines actions and
procedures to take in the event of a cybersecurity incident, as well as when and how to bring in outside
assistance.

Currently, Hawai’ has no statewide cybersecurity policies or procedures in place; instead, each county is
responsible for maintaining its own cybersecurity policies and procedures. MCP recommends that each county
develop and document formal cybersecurity policies that clearly define the procedures and actions to be taken
in the event of a cybersecurity incident. These policies should include guidance on when and how to engage
external cybersecurity support.
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Proactive Monitoring

Score: 4.0

Proactive and continuous monitoring are important tools in maintaining the security of an NG9-1-1 system. Such
monitoring provides information on the system status and can be used to detect anomalies, track down root
causes, and aid in incident response. As a best practice, a comprehensive continuous monitoring program can
be utilikad to assess changes that could impact security in NG9-1-1 systems.

Intrado monitors its A911 platform and does not currently support third-party monitoring. MCP recommends that
the 9-1-1 Board include proactive monitoring as a required capability of the NG9-1-1 solution. Additionally, the
Board should consider support for regular third-party monitoring of systems, networks, and facilities as well as
regular reviews of security policies and procedures to maintain a strong security posture for all systems that play
a role in providing 9-1-1 service.
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Risk Assessment

Score: 4.0

In the context of NG9-1-1, risk assessments should include a review of state and/or local cybersecurity policies,
processes, and procedures as compared to government and industry cybersecurity best practices and





image30.png
standards. In addition, NIST provides a cybersecurity framework self-assessment tool that PSAPs can use to
better understand the effectiveness of their cybersecurity efforts.

Currently, vulnerability scans are not conducted in Hawai'‘i. Hawaiian Telcom has an InfoSec group that
performs comprehensive monitoring of the security of the overall network. Hawaiian Telcom has asked that
group to begin monitoring the 9-1-1 network; however, InfoSec is waiting until the ESInet, NGCS, and VIPER 7
CHE have been deployed before initiating 9-1-1 network monitoring. For the CHE, Intrado conducts vulnerability
scans via a third party as part of its quality assurance (QA) processes.

During the deployment of a statewide NG9-1-1 solution, MCP recommends that the 9-1-1 Board work closely
with all entities that will interconnect with the ESInet and NGCS—including PSAPs and OSPs—to identify and
address potential cybersecurity vulnerabilities within the end-to-end NG9-1-1 architecture.

As additional entities connect to the statewide ESInet, it is important to recognize that the overall security of the
network will only be as strong as its weakest link. Therefore, establishing consistent, high-standard security
practices across all interconnected entities is essential.
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Network Security

Score: 10f

Firewalls are a key tool in supporting network security. They are typically positioned at the edges of a network,
between network segments, and on host systems, where they monitor traffic and allow or deny access based on
a set of user-defined or predetermined security rules.

Firewalls help prevent unauthorized individuals or systems from accessing the network and can also identify and
block malicious traffic or cyberattacks.

Next-generation firewalls go beyond basic packet filtering by providing stateful inspection, which allows them to
monitor and track the state of network connections and make more informed decisions about which packets to
allow or block. In addition, next-generation firewalls may support application-level data inspection and often
include advanced features such as intrusion detection system (IDS) and intrusion protection system (IPS) to
further enhance network protection.

In the NG9-1-1 system, firewall protections are in place, with Intrado responsible for providing and managing
firewall functionality. Intrado monitors security alerts in real time and determines how to resolve identified issues.
However, feedback from these monitoring activities is currently not shared with other stakeholders, including the
PSAPs.

MCP recommends that the 9-1-1 Board require all entities providing NG9-1-1 services to implement NG9-1-1-
compliant security processes for both network personnel and equipment. These security measures should be
aligned with statewide policies and procedures applicable to all systems interfacing with the NG9-1-1 solution.
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Table 7: GIS Readiness Scores
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To achieve GIS data readiness (Factor 7), all GIS resources supporting 9-1-1 must receive training (Factor 4)
and be supported by current and robust technology in a well-performing production environment (Factor 1).
Beyond the GIS team, a high level of regional coordination (Factor 3) is necessary to ensure that GIS data and
addressing (Factor 6) are accurate within each member jurisdiction, as well as with neighboring stakeholders—
Coast Guard for surrounding waters and federal and military campuses across the islands.

Finally, the production environment should be capable of maintaining the GIS data to strict standards within a
very tight schedule. The long-term target within the GIS community (and in alignment with the existing quick-turn
requirements for MSAG updates) for GIS data production to deployment in the NGCS is within 72 hours of
discovering an error or receiving planned development notice. The rollout of NG9-1-1 dramatically changes the
9-1-1 landscape. The PSAPs in Hawai'i no longer are individual entities but will be part of a statewide network of
9-1-1 authorities. diaitallv connected to each other. This interconnection reauires federal. state. local. Tribal. and
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Regional Coordination

Score: 4.5

Hawai'i is unique in the provisioning of NG9-1-1 GIS data in that there is very little edge matching of polygons
and snapping of road centerline end points with neighboring jurisdictions. The GIS data that supports NG9-1-1
creates a seamless web of lines and polygons across the whole of North America. However, since Hawai'i is an
island state, the edges of the polygons need oﬂy to be coordinated between the PSAPs in the state and with
the federal response agencies in the open waters surrounding the state.

PSAP polygons are not legal boundaries and do not need to follow municipal, county, or tax districts. The PSAP
boundary is a logical polygon used to route 9-1-1 calls to the proper PSAP. In cases where a gated community
or other campus with limited ingress crosses between multiple PSAPs, all services may be provided by a single
PSAP based on the entrance point(s) into the community or campus. Careful coordination between PSAP
leadership and GIS is necessary to resolve these occurrences and provide the most accurate call routing
polygon dataset.

The 9-1-1 stakeholders should, through a subcommittee or workgroup within the governance structure of either

the 9-1-1 Board or the Hawai'i Geographic Information Coordinating Council (HIGICC), coordinate the
development and maintenance of 9. specific GIS data.
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Support

Score: 5.3

The support category is all encompassing—from IT to fiscal to public opinion. Hawai'‘i, 9-1-1, and the contractors
supporting the state’s 9-1-1 efforts are not receiving the requisite support necessary to successfully maintain
NG9-1-1 operations and geospatial services.

GIS data, from the local source, drives 9-1-1 call routing. Yet local GIS capabilities are lacking and none of the
state’s six primary PSAPs have a dedicated GIS resource. Local support is varied across the islands and is
done under individual contracts. Although the contractors are highly skilled and committed to the work, the
contracting vehicles in place and the lack of local resources to provide the nuanced local knowledge and
shepherd the GIS data from the data stewards to the State places NG9-1-1 and CAD operations at risk.

Addressing workflows for several counties rely on personal relationships and the good intentions of those
involved. While this approach is working today, it is not a sustainable in the long-term and remains vulnerable to
staff turnover, competing priorities, and a lack of awareness among leadership regarding the critical nature of
GIS support to 9-1-1 services. Hawai'i must standardize the workflow and secure the participation of every
addressing authority through written agreements—at least a memorandum of understanding, and preferably an
intergovernmental agreement with performance metrics.
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The most concerning issue with addressing across the state is the widely varied methods addressing authorities
employ for reporting address additions and edits to the State (GIS contractors) for inclusion in the statewide
address point dataset. O'ahu and Hawai'i both provide the addresses in digital format. Hawaiian Homelands and
private departments do not regularly report addressing edits to the State. These changes most frequently are
reported by fire departments as they are discovered through road surveys or calls for service that do not match
an existing address.

Maintaining accurate and up-to-date addressing information in near real time is critical to both 9-1-1 call routing
and incident location processes. To address this need, several mitigation options may be considered.
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Policies and Procedures

Score: 2.0

Clear, well-crafted policies and procedures are essential tools for helping PSAP personnel navigate new
workflows, minimize the risk of human error, and make informed decisions with confidence. As technology
evolves, written operational guidance becomes even more critical—it not only supports the effective use of
emerging tools and features like text, images, video, and sensor data, but also promotes consistency, simplifies
decision-making, and strengthens accountability.

While PSAPs across Hawai‘i may have operational differences, establishing shared guidelines and adaptable
templates ensures a common foundation, particularly in the context of NG9-1-1. Policies tailored to advanced
capabilities—such as handling RTT, integrating OTT applications, and processing multimedia data—will be
essential to ensure safe, efficient, and standardized service across all islands.
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Support

Score: 2.0

PSAP representatives indicated they currently lack IT staff support with NG9-1-1 expertise and do not anticipate
being able to provide the requisite level of support without additional personnel and training. The PSAPs expect
the 9-1-1 Board's Technical Committee to play a crucial role in holding the NG9-1-1 service provider
accountable and assisting in unresolved technical issues.

The Board employs an executive director—whose primary role is to support the Board and facilitate the work of
its three committees—Communications, Funding, and Technical. The Board’s primary responsibilities include
administering the 9-1-1 fee collection and distribution, overseeing Board operations, and providing technical
advisory support.

NG9-1-1 is significantly more complex than legacy 9-1-1 systems or interim solutions that rely on legacy 9-1-1
components. The flexibility of NG9-1-1 allows public safety agencies to leverage advanced capabilities, but
doing so requires input from public safety users and more technical engagement to understand and support the
system. This includes managing am{@onnonng a highly technical solution that is often beyond the current
expertise of PSAP o local agency IT staff.

As the Board evaluates the migration to a fully compliant i3 NG9-1-1 solution, it should also consider the need
for statewide technical and contract management support. This support will be essential to effectively manage
the NG9-1-1 vendor and ensure accountability throughout implementation and ongoing operations.
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Additional Data

Score: 2.0

OTT applications are transforming emergency response by leveraging modern technology and enhancing
communication and coordination. OTT technology aims to provide more precise, inmediate and diverse
communication channels to improve response effectiveness. However, there are challenges with OTT
applications, including:

Infrastructure upgrades and associated costs

Interoperability — Different technologies working together seamlessly can take time and increase
vendor costs

T|3ining and adaptation — Users must know how to effectively use the systems
Funding and resources — Costs to purchase, set up, and maintain as well as resources to support
the applications

Public awareness and accessibility — Time to train the public how and when to use the applications

Data security and privacy — OTT applications necessitate robust security measures to protect
against breeches and unauthorized access

Hawai‘i PSAPs use OTT applications such as RapidSOS and RapidDeploy, and where policies are in place to
direct use of those applications, they are specific to the respective agency.
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Incident Management

Score: 6.0

MCP recommends that the 9-1-1 Board clearly define and document the roles and responsibility of the Board
staff as they relate to the NG9-1-1 migration. This should include explicit delineation of responsibilities for
vendor management, issue escalation, and oversight of SLAs to ensure that vendors are held accountable for

performance and compliance.

To promote consistency and transparency, the Board should consider adopting a formal policy that outlines
these responsibilities in detail and provides clear guidance on when and how to engage Board staff and the
Technical Committee. Establishing this structure will help ensure effective governance, timely issue resolution,
and strong operational coordination throughout the transition to NG9-1-1
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