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Department of

Fiscal Year Ending

SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Capital Assets Cycle

L] NA-

SAVE FORM

Form J

Yes

No

N/A

Comments

A. Control Activities / Information and
Communications

Is there a formal organizational document
(chart, manual, etc.) defining the
responsibilities of purchasing, receiving,
recording, approving and performing the
capital assets’ inventory?

Are there formal written procedures for
performing a physical inventory?

Is a capitalization policy established which is
consistent with Purchase and Contract
requirements and Federal rules and
regulations?

Are fixed asset records maintained that
adequately classify and identify individual
items?

Are assets believed to be missing, stolen or
vandalized reported to the appropriate
authorities?

Are the fixed asset system and control
accounts reconciled monthly? (Critical
Control)

Are construction records adequate to
accumulate costs associated with constructed
capital assets including force (in-house) labor
and materials obtained from inventory?

Is the individual responsible for capital assets
notified when:

a. assets are received?

b. assets are donated?

c. asset location changes are made?

d. assets are transferred to State Surplus
Property?

e. assets are sold?
f. assets are stolen, vandalized or missing?
g. assets are reassigned to a different

organizational agency or to another
agency?

Are gains or losses properly recognized from
disposals of capital assets in proprietary fund
types?

10

Are capital assets tagged when procured?
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SELF ASSESSMENT OF INTERNAL CONTROL Form J
Budget and Financial Cycles
Capital Assets Cycle

Yes No N/A Comments

Are the capital asset subsidiary accounts

11 | reconciled to the capital asset control
accounts monthly? (Critical Control)

12 Are property records reconciled to property
accounts at least annually? (Critical Control)
Is the beginning balances, additions,

13 disposals and ending balances reflected in the
note disclosures reconciled to the fixed asset
system? (Critical Control)

Are capital asset additions properly valued?

a. Isthe total purchase price, less discount
and any expenditure required to place
asset in its intended state of operation the
amount capitalized?

b. Does the recorded asset cost of land
purchases include: purchase price, legal
and title fees, surveying fees, appraisal
and negotiation fees, damage payments,
and site preparation costs?

14
c. Does the recorded asset cost of building

include: purchase price, contract price or
job order costs plus any other expenditure
necessary to put a building or structure
into its intended state of operation,
including professional fees, damage
claims, cost of fixtures, insurance
premiums, interest, and related costs
incurred during the period of construction?
1. Are maintenance costs expensed
rather than capitalized?

Are the following duties performed by different

people:

a. Custodian of the capital assets and taking
the annual inventory? (Critical Control)

b. Reconciliation of the Fixed Asset System
with the control accounts and making
entries in the Fixed Asset System?

15 (Critical Control)

c. Custodian of the capital assets and
tagging? (Critical Control)

d. Custodian of the capital assets and
investigating the missing capital assets?
(Critical Control)

2
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Capital Assets Cycle

Form J

Yes

No

N/A

Comments

e. Custodian of the capital assets, making
entries in the Fixed Asset System and
making entries in the general ledger?
(Critical Control)

16

Are all asset purchases and receipts
approved by a designated person with proper
authority? (Critical Control)

17

Are all disposals of property approved by a
designated person with proper authority?
(Critical Control)

18

If other than the Statewide capitalization
threshold, has agency management chosen
and documented the threshold level in an
Internal Policy/Procedure Manual?

19

Has the department documented the
inventory level below the Statewide
capitalization threshold that will be utilized?

20

Is someone assigned custodial responsibility
by location for all assets?

21

Is access to the perpetual capital asset
records limited to authorized individuals?

22

Is there adequate physical security
surrounding the capital asset items?

23

Is there adequate insurance coverage of the
capital asset items?

B. Monitoring

24

Is a physical inventory taken at least
annually?

25

Are the Physical Inventory Worksheets
approved by the Chief Fiscal Officer or
responsible supervisor before the fixed asset
officer makes changes to the Fixed Asset
System? (Critical Control)

26

Are capital asset inventory worksheets
(physical count) reconciled to the fixed asset
listing at year-end? (Critical Control)

27

Is such insurance coverage independently
reviewed periodically?

28

Has the Internal Policy/Procedure Manual
been updated with any changes in the
department, or department philosophy?

29

Is a physical inventory of capitalized assets
and inventoried items taken each time there is
a change at a management or supervisory
level that has responsibility for the assets?

30

Are missing items investigated and reasons
for them missing documented?

02/07/12
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Department
Fiscal Year Ending

SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles

Computer Security Cycle

L] NA-

SAVE FORM

Form K

Yes

No

N/A

Comments

A. Control Activities / Information and
Communications

Is there a formal organizational chart which
identifies the individuals responsible for the:

a. Computer systems?

b. Computer security?

Has management considered the appropriate
segregation of duties among personnel
involved in the IT security function?

Have roles and responsibilities been clearly
defined and communicated?

Is the financial system's business owner
management appropriately included in the
design of the IT security function from a data
ownership?

Does management have a controlled
process in place to update the security policy
and procedure documentation on a periodic
basis?

Is a formal documented security
administration process in place to ensure
that all applications access, including
restricted access to financial applications, is
approved? (Critical Control)

Has management implemented a formal
process for changing financial data file
permissions?

Has management implemented a formal
security administration process for granting,
changing, and removing direct access to
financial data?

Does management periodically review
monitoring reports to identify potential
unauthorized activity? (Critical Control)

10.

When an employee or contractor is
terminated, are the following precautions
implemented immediately:

a. The employee or contractor is denied
access to the equipment?

b. The employee or contractor is denied
access to any data, program listing, etc.?

c. All other employees are informed of the
employee’s termination?
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Computer Security Cycle

Form K

Yes

No

N/A

Comments

d. The employee or contractor’s user-id and
password are deleted from the computer
system?

11.

Is there a time out/screen saver and/or log
off function, which will protect a terminal if left
unattended?

12.

Does a login name and a password uniquely
identify users when they sign on to the
system (e.g. no group users IDs)?

13.

If an employee incorrectly enters their
password three times in a row, does the
computer system deny them access to the
computer system until reset by the system
administrator?

14.

Do all PCs under control of the agency use a
recognized anti-virus (A/V) or end-point
security program? Does the agency run the
A/V program on a regular schedule?

15.

Does the agency have a firewall established
for their Lan or for individual workstations?

16.

Is there a written disaster recovery (DR)
plan?

17.

Does the DR plan include identification of the
following?

a. Critical applications? (Critical Control)
b. Staff responsibilities? (Critical Control)

c. Steps for recovery of the system?
(Critical Control)

d. Computer equipment needed for
temporary processing? (Critical Control)

e. Business location(s) that could be used to
process critical applications in the event
of an emergency? (Critical Control)

18.

Has the agency taken steps to prevent and
minimize potential damage and interruption
through the use of data and program backup
procedures including off-site storage of
backup data as well as environmental
controls, staff training, and hardware
maintenance and management? (Critical
Control)

19.

Are there provisions for retaining and/or
copying master files, and is there practical
means of reconstruction a damaged or
destroyed file?
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Computer Security Cycle

Form K

Yes

No

N/A

Comments

B. Monitoring

20.

Does the agency monitor information
systems access, investigates apparent
violations, and takes appropriate remedial
and disciplinary action? (Critical Control)

21,

Does the department or management
balance control totals generated during
computer processing with those originally
established and reconcile all discrepancies?
(Critical Control)
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Department

Fiscal Year Ending

SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Investment Cycle

L] NA-

SAVE FORM

Form L

Yes

No

N/A

Comment

A. Control Activities / Information and
Communications

Are there approved written policies and
procedures that document the investment
processing and identify control procedures?

Are policies and procedures established to
ensure investments are received or
appropriately reflected in the custodial
accounts?

Are investment purchases or sells recorded
in the sub-ledger/general ledger on the date
traded?

Are policies and procedures established to
ensure the purchase and sell of investments
are properly recorded?

Are competitive bids sought for certificate of
deposit purchases?

Are certificates of deposit and interest
coupons sufficiently safeguarded?

If applicable, are individuals with access to
securities bonded?

Are policies and procedures established to
ensure investment income received is
recorded properly?

Does investment income earned get
recorded on a timely basis?

10.

Are investment earnings credited to the
proper fund?

11.

Are investment earning calculations and
accruals reviewed at year-end?

12.

Do specific procedures exist for tracking
maturing investments and interest
payments?

13.

Are investment guidelines including
authorized individuals, investment asset
allocation, and safekeeping formally
approved and reviewed annually? (Critical
Control)

14.

Is the acquisition and disposal of investments
authorized by a person with approval
authority?

15.

Have authority and responsibility been
established for investment opportunity
evaluation (investment performance review)?

02/07/12






SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles
Investment Cycle

Form L

Yes

No

N/A

Comment

a.

16.

Are the following responsibilities performed
by different people:

Cash flow management, investment
transactions, safekeeping of the
investments, and recording to the
general ledger?

Record-keeping functions for securities
and income separate from those having
access to physical securities, those
authorizing security transactions, and
those having duties in the cash area?

Initiating, evaluating, and approving
transactions segregated from those for
detail accounting, general ledger and
other related functions?

Monitoring investment market values and
performance segregated from those
performing investment acquisitions?

Maintaining detail accounting records
segregated from those for general ledger
entries?

Custodial responsibilities for securities or
for other documents evidencing
ownership or other rights assigned to an
official who has no accounting duties?

17.

Does a governing body or statute restrict
investments by asset type and/or limit
amounts?

Can officials override these restrictions
with proper authorization? (Critical
Control)

Are all securities held or registered in the

18. | name of the agency or the State Treasurer, if

applicable? (Critical Control)

a.
19.

Are detail records maintained that include the
following information, if applicable, on each
evidence of ownership:

Date of the purchase, identification of the
investment, purchase amount or cost,
and maturity date?

Physical location of item, i.e.,
safekeeping agent, etc.?
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles
Investment Cycle

Form L

Yes

No

N/A

Comment

c. Interest dividend or income rates and
accrual or receipt dates?

d. Ownership by fund?

20.

a. Do procedures exist for reconciling the
detail accounting records (custodian
fiscal agent statements) with the sub-
ledger/general ledger on a monthly
basis?

b. Are differences researched and resolved
within a timely manner? (Critical Control)

B. Monitoring

21.

Is the classification of investments in the sub-
ledger/general ledger periodically reviewed?
Does this classification agree with the note
disclosures? (Critical Control)

22.

Does a responsible official determine that the
income earned is credited to the proper
fund?

23.

a. Inrespect to question 17 above, does a
responsible official determine that
investments are of the character and
type permitted by legal requirements?

b. If restrictions are overridden, are the
reasons and authority for the action
properly documented? (Critical Control)

24,

Is the performance of the investment portfolio
periodically evaluated quarterly by persons
independent of investment portfolio
management activities? (Critical Control)

25.

Are appropriate personnel authorized to
release securities from safekeeping agent
authorized by the governing body?

26.

Are securities or legal documents or
agreements evidencing ownership or other
rights kept in a vault with limited access, or
preferable, protected in a safe deposit box,
on deposit with a corporate trustee, or
investment broker/custodian?

27.

For departments with an investment portfolio,
does a written Ethics Policy, Conflicts of
Interest, Delegation of Authority Policy exist
and does it apply to all investment
employees?

28.

Does management require personnel with
investment authority to disclose any Conflicts
of Interest on an annual basis? (Critical
Control)
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SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles

Investment Cycle

Form L

Yes

No

N/A

Comment

20.

For departments with an investment
portfolio, does management require a
SAS 70, Type Il report on the custodian’s
operations on an annual basis? This is
an external audit report.

Does management review the SAS 70,
Type Il report to verify that controls are
operating correctly? (Critical Control)
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Department

SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Debt Cycle

Fiscal Year Ending

L] NA-

SAVE FORM

Form M

Yes

No

N/A

Comments

A. Control Activities / Information and
Communications

Is there a formal organizational document
(chart, manual, etc.) which identifies the
responsibilities for processing and recording
debt are clearly defined?

Are policies established to ensure that debt
issued is authorized?

Does specific legislation or regulations allow
the organization to issue debt?

Are separate accounting records maintained
for each debt issuance?

Are all proceeds from bond issues subject to
arbitrage rebate requirements accounted for
separately from the department’s other funds
to facilitate tracking of the investment
earnings?

Are policies established to ensure that debt
issued is correctly recorded as to amount and
fund?

Are policies established to ensure that
proceeds of debt issued are recorded
properly?

Are all bond order and secondary market
disclosure requirements complied with and
appropriate IRS forms (8038-G or 8038-GC)
filed?

Is the department compliant with all debt
service and other fiscal requirements of the
bond resolutions?

Are policies established to ensure that cash is
available for payment of interest and matured
debt?

10

Are policies established to ensure that interest
payments are recorded properly?

11

Are procedures established to ensure that the
redemption of mature debt is correctly
recorded as to amount and fund?

12

Are procedures established to ensure that the
defeasance of debt is correctly recorded as to
amount and fund?

13

Are policies established to ensure that access
to unissued debt and related records is
limited?

14

Are interest payments reconciled to debt
outstanding?
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles
Debt Cycle

Form M

Yes

No

N/A

Comments

15

Are detail records on debt reconciled to
general ledger controls monthly? (Critical
Control)

16

Are the following responsibilities performed by
different people? (Critical Control)

a. Handling and recording of debt? (Critical
Control)

b. Reviewing and reconciling control
accounts separate from the person who
records the information? (Critical Control)

c. Recording of cash separate from the
recording of the debt? (Critical Control)

d. Maintaining detail records on debt
separate from cash functions? (Critical
Control)

17

Is a fiscal agent used for debt issue, interest
payments, and redemption?

18

Do evidences of debt and principal repayment
checks/transfers require the signature of two
responsible officials who are authorized and
who are independent of each other?

19

Is debt issued only in the department's name
or in the State’s name? (Critical Control)

20

If fiscal agents are used for the payment of
bonds and interest, does the department
receive periodic reports of bonds outstanding
and unclaimed interest and are these reports
reconciled on a quarterly basis? (Critical
Control)

21

Is the department meeting the arbitrage
rebate requirements for all tax-exempt
financing?

B. Monitoring

22

Are redeemed bond coupons canceled and
accounted for prior to payment of bond
interest and reconciled to bond records by an
independent employee?

23

In relation to question 2 above, do all debt
issues have to be properly authorized in
accordance with applicable legal requirements
(i.e. voters, governing body, other
governmental agencies or top financial
officers)?

24

Does a responsible official determine that
debt is retired from the appropriate revenue
sources?
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Debt Cycle

Form M

Yes

No

N/A

Comments

Does a responsible official periodically
determine whether the governmental unit is in

25 . ; o
compliance with agreement restrictions and
report results to a higher authority?

Does a responsible official review use of

26 proceeds from bonds sales to ensure that

proceeds are used in accordance with legal
requirements?
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Department of

Fiscal Year Ending

SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Financial Reporting Cycle

L] NA-

SAVE FORM

Form C

Yes

No

NA

Comment

A. Control Activities / Information and
Communication:

Is there a formal plan under which
responsibilities for the year end closing of the
financial statements are clearly defined
including target dates for completing tasks?

Do written accounting policies and procedures
exist and are they properly available and
communicated to all applicable personnel?

Is the general ledger chart of accounts
properly maintained by authorized personnel?

Is a competent individual assigned the
responsibility to supervise the conversion from
cash basis to modified accrual basis
accounting for the year-end financial
reporting?

Does the department maintain the trial
balances, adjustments and supporting work
papers to support the process of closing the
general ledger and preparing financial
statements and financial statement note
disclosures?

Are balances in the general ledger periodically
substantiated, evaluated, reviewed, or
supported by account reconciliations?

Are the reconciliations of subsidiary ledgers to
control accounts prepared and reviewed by
someone other than the preparer on a
monthly basis? (Critical Control)

Are revenue accounts reviewed to identify any
deferred revenue?

Are fund types reviewed to verify fund
classifications?

10

Are journal entries prepared and reviewed by
someone other than the preparer? (Critical
Control)

11

Is the supporting documentation attached to
the journal entries and are they secure in a
safe location?

12

Does the department maintain and follow
procedures for record filing, retention, and
disposition?

13

Are the operating units required to certify that
information submitted for the preparation of
the financial statements is accurate?

14

Are the financial statements and note
disclosures agreed to the underlying
supporting documentation (i.e. general ledger,
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SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Financial Reporting Cycle

Form C

Yes

No

NA

Comment

reconciliations, journal entries, CAFR
worksheets)? (Critical Control)

15

Are the note disclosures agreed to the
financial statements? (Critical Control)

16

Are the financial statements and note
disclosures reviewed and approved by
knowledgeable staff before being transmitted
to the State Controller? (Critical Control)

B. Monitoring:

17

Has management identified accounts, such as
those requiring complex calculations or
accounting estimates which are especially at
risk of misstatement and developed policies
and procedures to address those risks timely?
(Critical Control)

18

Does management review accounting
estimates? (depreciation, allowance for
doubtful accounts, etc.)?

19

Has management instituted a process to
identify and address changes in accounting
and reporting pronouncements?

20

Are the financial statements and note
disclosures updated to reflect any new GASB
pronouncements or any other significant
standards?
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SAVE FORM

SELF ASSESSMENT OF INTERNAL CONTROLS Form D
Budget and Financial Cycles
Budget Reporting Cycle

Department

Fiscal Year Ending I NA-

Yes | No | NA Comments

A. Control Activities/Information and
Communication

1 | Are the following budget responsibilities

performed by different people:

a. Preparation and approval of the budget
submitted to the legislature?

b. Implementation and approval of the
budget submitted to the legislature,
including budget revisions?

c. Recording budget revisions in the general
ledger and the approval or implementation
functions?

Have procedures been adopted and
communicated establishing authority and

2 responsibility for transfers (budget revisions)
between budget categories?
Are budgetary increases or decreases (as

3 they relate to programs), that are mandated

by the legislature communicated to operating
departments? Is this done in a timely manner?

Is an encumbrance system used to ensure
4 | that actual expenditures do not exceed
budgeted amounts?

Are actual expenditures and revenues
5 | compared to budgeted amounts monthly and
on a timely basis? (Critical Control)

Are budget revisions approved by an
6 | authorized person before being entered into
the accounting system? (Critical Control)

Are restricted revenues segregated to ensure
7 | that the revenues are used only for restricted
purposes?

B. Monitoring

Does the accounting department or budget
officer submit approval as to availability of
funds before the issuance of a purchase order
or expenditure commitment?

Are over expenditures or under realized
revenues discussed with departmental

9 | personnel and are there explanations for
significant variation from budgeted amounts?
(Critical Control)
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Department of
Fiscal Year Ending

SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Cash Receipts Cycle

L] NA-

SAVE FORM

Form E

Yes

No

NA

Comments

A. Control Activities / Information and
Communication:

Is there a formal organizational document (chart, Manual,
etc.) defining responsibilities for processing and recording
cash transactions?

Do written procedures exist regarding the collection of
funds, timely deposit, and recording of funds in the
accounting records at each cash receipting location?

Is a restrictive endorsement placed on incoming checks at
the earliest point of receipting?

Do deposit slips have an official depository bank number
preprinted on the document?

Are cash receipts controlled at the earliest point of receipt
and kept physically secured at all times?

If payments are made in person, are manual receipts used
and accounted for and balanced to the deposits? (Critical
Control)

Are pre-numbered receipts issued for all over-the-counter
cash collections and are numbers of all receipts accounted
for?

Is a system of pre-numbered receipts with adequately
controlled copies in use wherever practicable?

If receipt books are used, are logs of receipt book
issuances maintained and reconciled? (Critical Control)

10

Are unused portions of receipt books required to be
returned to the issuance location?

11

Are cash registers used in locations making sales of
goods?

12

Are “audit tapes” or similar reports retained for cash
registers?

13

Are the following responsibilities performed by different

people:

a. Custodian of the funds, reconciliation of the funds and
access to cash receipts? (Critical Control)

b. Filling out the disbursement receipts, disbursement,
and reconciliation? (Critical Control)

c. Making a deposit, billing, making General Ledger
entries and collecting? (Critical Control)

d. Collecting cash, balancing cash, closing cash registers,
making a deposit, maintaining Accounts Receivable
records and making General Ledger entries? (Critical
Control)

e. Collecting of licenses, fines, and inspections (etc.) and
making General Ledger entries? (Critical Control)

f.  Collecting cash and reconciling the bank account?
(Critical Control)

g. Cash registers reconciled daily by a person not
involved in cash receipting? (Critical Control)

h. Preparation of the deposit and verifying the validated

1
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Cash Receipts Cycle

Form E

Yes

No

NA

Comments

bank deposit? (Critical Control)

14 | Is a mail receipts log maintained for mail receipts?
Is the mail receipts log reconciled to:

15 | a. The cash receipts journal?
b. Validated deposit slips?

16 | Are receipts deposited daily or in a timely manner?

17 Are the authorization records of the depository banks up to
date?

18 Is there adequate physical security surrounding cashiering
areas?

19 Are employees prohibited from cashing personal checks at
cashiering areas?

20 Is cash receiving centralized to the maximum extent
possible?

21 Are all employees handling cash receipts adequately
bonded?
Are responsibilities for preparing and approving bank

22 account reconciliations and investigation of unusual
reconciling items segregated from those for other cash
receipts or disbursement functions? (Critical Control)
“Not sufficient funds” checks delivered to someone

23 | independent of those processing and recording cash
receipts?
Are current year receipts compared to those for prior years

24 | and budgeted receipts, and are explanations of variations
reviewed by senior officials?
For cash disbursements, are there controls over warrant,

25 | sight draft, or check-signing machines, as to signature
plates and usage?
Are there controls to ensure each cash disbursement is

26 | properly vouchered and approved by the proper
authorities before the disbursement occurs?

27 Are there controls over the supply of unused and voided
warrants, sight drafts, or checks?

o8 Is the responsibility for processing a credit card payment
segregated from the processing of a void?
Are total cash receipts (cash, credit cards, wires)
reconciled on a daily basis to the total dollar value sold?

29 .
(For example, total dollar amount reconciled to number of
licenses issued.) (Critical Control)

30 When funds are not deposited by the end of the day are
the funds secured (safe) overnight until the next day?

31 Are petty cash/change funds at the minimum effective
amount?

32 | Are all petty cash funds maintained on an imprest basis?

33 Are unauthorized advances from petty cash funds to
employees prohibited?

34 | Are all petty cash checks cashed promptly at the banks?
Are petty cash vouchers or bills required for all petty cash

35 disbursements and are they:

a. Pre-numbered?
b. Signed by persons receiving cash?
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles

Cash Receipts Cycle

Form E

Yes

No

NA

Comments

c. Approved in writing by department head or other
responsible official?

d. Properly supported by vendor receipts?

e. Typewritten or written in ink to preclude alterations?

Are petty cash vouchers effectively canceled at the time of

36 | reimbursement to the fund by an individual other than the
custodian?

37 Is petty cash kept in a locked place, where only the
custodian has access?

38 | Are petty cash funds segregated from other cash?

B. Monitoring
Is effective control maintained over receipts of gifts,

39 grants, donations, etc. and is a follow-up made by a
responsible official to see that they have been classified
and recorded properly?

40 Are funds periodically counted by a person other than the
custodian at unannounced times?

a1 Does management review and approve bank
reconciliations on a monthly basis? (Critical Control)

Are policies documented for changes in a new system or

42 ;
method for accounting for cash?

Are timely corrective actions taken in cash discrepancies?

43 "

(Critical Control)
If you accept credit cards for payment, do you have
44 | documentation to reflect that your agency is PCI (Payment

Card Industry) compliant?
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Department of

Fiscal Year Ending

SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Accounts Receivable Cycle

L] NA-

SAVE FORM

Form F

Yes

No

NA

Comments

A. Control Activities / Information and
Communications

Is there a formal organizational document
(chart, manual, etc.) defining responsibilities
for preparing bills, recording payments,
collecting amounts due and following up of on
unpaid accounts?

Does the department have written credit and
collection policies that adequately address
relevant risks and meet State requirements?

Do procedures exist to prepare and send

billings as soon after the sale of goods or

performance of service as possible, but at
least within the month?

Have procedures been documented to collect
monies due within the established payment
terms?

Have procedures been adopted to notify the
Attorney General's office and follow through
the collection after 90 days?

Does the department participate in the Set off
Debt Program?

Has an allowance account been established
for doubtful accounts to reflect the amount of
the department’s receivables that

management estimates will be uncollectible?

Are accounts written off the department’s
financial accounting records when all
collection procedures have been exhausted
without success and reason adequately
documented?

Do write-offs or adjustments have proper
authorizations? (Critical Control)

10

Do procedures exist to prevent the
interception or alteration by unauthorized
persons of billings or statements after
preparation but before they are mailed?

11

Does the department have established
policies and procedures concerning refunds of
overpayments, issuance of billing
adjustments?

12

Are all services or goods provided to
individuals or other governmental units billed
when goods are provided or services
rendered ?

13

Are payment terms 30 days after billing,
unless contractual requirements specify
otherwise?
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SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Accounts Receivable Cycle

Form F

Yes

No

NA

Comments

14

Are subsidiary accounts receivable and notes
receivable records maintained and reconciled
at least monthly with the general ledger
control account? (Critical Control)

15

Are the following amounts properly recorded:
a. Amounts due from local governments?
b. Amounts due from federal agencies?

¢c. Amounts due from other
departments/divisions/agencies?
Amounts due from other funds?

Interest Receivable?

Trade Receivables?

g. Taxes Receivable?

~oa

16

Does the department charge interest on a
past-due account receivable from the date the
account receivable was due until it is paid?

17

Are individual receivable records posted only
from authorized documents?

18

Are remittance advices and billings retained to
support entries to accounts receivable
records?

19

Are databases and, where appropriate, usage
records accurately maintained to ensure that
amounts due are hilled correctly?

20

Are charges for goods or services based on
authorized rates and approved by the
appropriate State/Federal authorities?

21

Are statements of account balances mailed at
least once a month?

22

Is the accounting department notified directly
and in a timely manner of billings and
collection?

23

Are collections on accounts receivable
deposited daily, rather than held for posting to
detail records?

24

To aid in collection, does the department

obtain the following minimum prescribed

information on prospective debtors:

a. Full name and any previous name(s) if
applicable?

b. Home and office address(es) for the past
two years?

c. Telephone numbers for home and place
of employment?

d. Federal Employer Identification Number?

e. Social Security Number for individuals or
sole proprietorships contracting with the
State?

f.  For other individuals, Social Security
Number and/or Driver’s License Number?

g. Date of Birth?

h. Place and type of employment and
employer’s address, and previous
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SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Accounts Receivable Cycle

Form F

Yes

No

NA

Comments

employer if less than two years in present
job?

i. A credit bureau report may be required
depending on the amount of the potential
receivable and the guidelines of the
agency or institution?

25

Are the following duties performed by different

people:

a. Billing and collecting of accounts
receivable funds? (Critical Control)

b. Maintaining detail accounts receivable
records, collecting, and general ledger
posting? (Critical Control)

c. Writing off or adjusting to accounts
receivable and the maintenance of
accounts receivable records? (Critical
Control)

d. Investigating disputes with billing amounts
and the maintenance of accounts
receivable records? (Critical Control)

e. Reconciling, investigating reconciling
items and posting detail accounts
receivable records? (Critical Control)

26

Are all collections on accounts receivable
posted to individual receivable accounts?

27

Is access to the accounts receivable
accounting system limited only to authorized
individuals? (Critical Control)

B. Monitoring

28

Are corrections and adjustments to cash
receipts documented and approved by
management? (Critical Control)

29

Are all non-cash credits, such as credit
memos, allowances, and bad debts properly
authorized? (Critical Control)

30

Are there controls to ensure that individuals
with delinquent accounts are not receiving
additional credit?

31

Is an aging schedule prepared monthly and
reviewed by management? (Critical Control)

32

Are delinquent accounts followed up?

33

Are all legal remedies followed to collect write-
offs or uncollectible accounts with the Attorney
General?

34

Are rates reviewed at least annually for billed
services or goods?

35

Are accounts reviewed for propriety of
transactions and balances by someone
independent of cash and accounts receivable
accounting? (Critical Control)
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Department of

Fiscal Year Ending

SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles
Purchasing/Accounts Payable Cycle

L] NA-

SAVE FORM

Form G

Yes

No

NA

Comments

A. Control Activities / Information and
Communications

Is there a formal organizational document
(chart, manual, etc.) defining the
responsibilities of preparing, recording,
approving and following up on all purchases
and accounts payable functions?

Are purchases of goods and services
initiated by properly authorized requisitions
bearing the approval of officials designated
to authorize requisitions?

Do procedures exist for processing invoices
not involving materials or supplies (for
example, lease or rental payments, and utility
bills)?

Do procedures exist ensuring accurate
account distribution of all entries resulting
from invoice processing?

Do procedures exist for disbursement
approval and check-signing?

Has the department established procedures
to ensure that all voided checks are properly
accounted for and effectively canceled?

Is a written policy established to ensure that
the best possible price is obtained for
purchases not made from state contract or
subject to competitive bidding requirements?

If construction contracts are awarded, are bid
and performance bonds as well as retainage
required to assure performance?

Are procedures established to identify,
before purchase orders are issued, cost and
expenditures not allowable under grant
federal/state programs?

10

Do invoice processing procedures provide

for:

a. Obtaining copies of requisitions,
purchase orders and receiving reports as
applicable?

b. Comparison of invoice quantities, prices,
and terms with those indicated on the
purchase order?

c. Comparison of invoice quantities with
those indicated on the receiving reports?

d. As appropriate, checking accuracy of
calculations?

e. Alteration/mutilation of extra copies of
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles
Purchasing/Accounts Payable Cycle

Form G

Yes

No

NA

Comments

invoices to prevent duplicate payments?
f.  All file copies of invoices are stamped
paid to prevent duplicate payments?

11

Are purchase orders prenumbered and
issued in sequence?

12

Are purchase orders or contracts required to
be approved by appropriately designated
officials before issuance? (Critical Control)

13

Are changes to contracts or purchase orders
subject to the same controls and approvals
as the original agreement? (Critical Control)

14

Is an adequate record of open purchase
orders and agreements maintained?

15

Are payments made as close to the discount
date as possible, and if applicable, that
exemptions from sales, federal excise, and
other taxes are claimed?

16

Is splitting orders to avoid higher levels of
approval prohibited?

17

Has an effective small purchase or
emergency purchase policy been
documented and implemented?

18

If a receiving department is not used, do
adequate procedures exist to ensure that
goods for which payment is to be made have
been verified and inspected by someone
other than the individual approving payment?

19

Are goods received accurately counted and
examined to see that they meet quality
standards?

20

Are receiving reports prepared for all
purchased goods?

21

Are copies of receiving reports sent directly
to purchasing or accounting?

22

If an invoice is received from a supplier not
previously dealt with, are steps taken to
ascertain that the supplier actually exists?

23

Are all invoices received from vendors in a
central location, such as the accounting
department?

24

Are there steps in the processing procedures
to prevent or detect duplicate payments?

25

Are payments made only on the basis of
original invoices and to suppliers identified
on supporting documentation?

26

Are the accounting and purchasing
departments promptly notified of returned
purchases, and are such purchases
correlated with vendor credit advices?

27

Is proper control maintained over vendor
credit memos?
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles
Purchasing/Accounts Payable Cycle

Form G

Yes

No

NA

Comments

28

Are signed checks delivered directly to the
mail room, making them inaccessible to
persons who requested, prepared,
authorized or recorded them?

29

Are monthly reconciliations performed on the

following:

a. All petty cash accounts?

b. All bank accounts?

c. All subsidiary accounts to the general
ledger accounts?

30

Are the following duties performed by

different people:

a. Requisitioning, purchasing, and receiving
functions and the invoice processing,
accounts payable, and general ledger
functions?

b. Purchasing, requisitioning and receiving?

c. Invoice processing and making entries to
the general ledger?

d. Preparation of cash disbursements,
approval, and entries to the general
ledger?

e. Making detail cash disbursement entries
and entries to the general ledger?

31

Are disbursements approved for payment
only by properly designated officials?
(Critical Control)

32

Are travel expenses for out-of-state, out-of-
country, and excess allowances approved in
advance?

33

Are invoices (vouchers) reviewed for
accuracy and completeness of supporting
documents and properly approved?

34

Is the individual responsible for approval or
check-signing furnished with invoices and
supporting data to be reviewed prior to
approval or check-signing? (Critical Control)

35

Are adjustments of recorded accounts
payable or other liabilities properly
approved? (Critical Control)

36

Is check signing limited to only authorized
personnel?

37

Are unused checks adequately controlled
and safeguarded?

38

Is it prohibited to sign blank checks in
advance?

39

Is it prohibited to make checks out to the
order of "cash"?

40

If facsimile signatures are used, are the
signature plates adequately controlled and
separated physically from blank checks?
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SELF ASSESSMENT OF INTERNAL CONTROL
Budget and Financial Cycles
Purchasing/Accounts Payable Cycle

Form G

Yes

No

NA

Comments

41

Are signatures plate used only under the
signer's control and does that person or an
appropriate designee record machine
readings to ascertain that all checks signed
are properly accounted for?

42

Are original invoices and supporting
documents marked to indicate that payment
has been made?

B. Monitoring

43

Are transfers or loans between funds
approved by management and allowable
under applicable law?

44

Before commitment, are funds not obligated,
but remaining in the budget verified by the
accounting or budget department as
sufficient to meet the proposed expenditure?

45

Is a government representative or architect
required to inspect construction projects
before approval of payment?

46

Are requests for progress payments under
long-term contracts related to contractors'
efforts and are they formally approved by a
designated contract administrator/officer with
formal approval authority? (Critical Control)

47

Is the coding of charges in the accounting
department reviewed by a person competent
to pass on the propriety of the distribution?

48

Are debit balances in accounts payable and
other liabilities reviewed and researched?

49

Are reasonable limits set on amounts that
can be paid by facsimile signatures?

50

Are all records, checks and supporting
documents retained according to the
applicable (state or federal) record retention
policy?

51

Does the accounting department record and
follow up on partial deliveries?

52

Are P-card purchases reconciled monthly by
someone other than the card holder?
(Critical Control)

53

Are all prescribed statewide policies and
procedures regarding the use of P-cards
followed?

54

Are P-card transactions audited on a periodic
basis?
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Department of

SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Human Resources Cycle

SAVE FORM

Form H

Fiscal Year Ending L] NA-
Yes | No | NA Comments
A.Control Activities / Information and
Communications
Is there a formal organizational document
(chart, manual, etc.) defining the
1 | responsibilities of processing, recording,
approval and distribution of payroll and of
personnel activities?
Are department personnel policies (those not
2 established by the Department of Human
Resources Development) in writing?
Are managers and employees held
3 | accountable for satisfactory completion of
performance elements?
Does each supervisor or manager have a
4 | copy or access to a copy of the policies and
procedures manual?
Do all supervisors and managers have at
5 | least a working knowledge of the State’s
personnel policies and procedures?
Has management established backup plans
6 | for sudden or significant changes in
personnel?
7 Are supervisors readily available to help
personnel with non-routine problems?
8 Is nepotism or conflict of interest in
employment prohibited?
9 Are personnel files maintained for all
employees?
10 Is access to payroll/personnel files limited to
authorized individuals?
Are approved notices of additions,
separations, and changes in salaries, wages,
11 | and deductions reported to the payroll
processing section according to the payroll
scheduled cut-off date? (Critical Control)
Are terminated employees interviewed as a
physical check on departures and as a final
12 review of the termination settlement to ensure
that all keys, equipment, credit cards, etc. are
returned by the terminating employee?
(Critical Control)
Are completed payroll transmittals reviewed
13 | and approved by a responsible official before
check processing? (Critical Control)
Are payroll registers reconciled to the payroll
accounts in the general ledger by a
14 N
knowledgeable person not otherwise involved
in payroll processing? (Critical Control)
1

02/07/12






SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Human Resources Cycle

Form H

Yes

No

NA

Comments

15

Are individual employee time and attendance

records:

a. Prepared and signed by each employee
for each pay period? (Critical Control)

b. Sufficiently detailed to show time charged
properly? (Critical Control)

c. Reviewed and signed by each employee's
supervisor? (Critical Control)

d. Reconciled with centralized time and
attendance records? (Critical Control)

16

Are the following duties performed by different

people:

a. Processing personnel action forms and
processing payrolls?

b. Supervising and timekeeping, payroll
processing, disbursing, and making
general ledger entries?

c. Personnel distribution (if applicable) and:
1) Hiring and firing employees?

2) Approving time reports?
3) Payroll preparation?

d. Recording the payroll in the general
ledger and the payroll processing
function?

17

Are hours worked, overtime hours,
compensatory time, and other special benefits
(on-call, shift premium) reviewed and
approved by the employee's supervisor?
(Critical Control)

18

Is a policy established concerning overdrawn
vacation or sick leave?

19

Are vacation and sick leave approved by
supervisors?

20

Are appropriate time records maintained for
all leave?

21

Is overdrawn vacation or sick leave deducted
when calculating final compensation upon
termination?

22

Are individual employee leave records
reconciled, at least annually, to appropriate
records maintained for accumulated employee
benefits (vacation, sick leave, etc.)? (Critical
Control)

23

Do the internal auditors meet the minimum
gualifications for the positions they hold?

24

Are external audits performed on a periodic
basis?

B. Monitoring

25

Are comparisons of gross pay of current to
prior period payrolls reviewed for
reasonableness by a knowledgeable person
not otherwise involved in payroll processing?
(Critical Control)
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SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Human Resources Cycle

Form H

Yes | No | NA Comments
Are unclaimed payroll checks returned to a
26 | custodian independent of the payroll
department?
27 Are background checks performed on
individuals hired for sensitive positions?
8 Is information on employment applications
verified and are references contacted?
29 Are all employees given a performance
evaluation?
30 Does the department have separate payroll
and personnel offices?
3
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Department of

Fiscal Year Ending

SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Inventory Cycle

L] NA-

SAVE FORM

Form |

Yes

No

NA

Comments

A. Control Activities / Information and
Communications

Is there a formal organizational document
(chart, manual, etc.) defining the
responsibilities of ordering, accepting,
approving, processing and recording of the
inventory?

a. ltems for sale;

b. parts used in operations.

Are policies established to ensure that
inventories are not stockpiled or to prevent
over-ordering?

Are policies established to ensure that
obsolete and inactive items in inventory are
sent to State Surplus Property?

Are steps documented to ensure that goods
received are accurately counted?

Does the department maintain perpetual
inventory records and are all inventory items
put on the perpetual inventory system?
(Critical Control)

When issuing inventory, is the proper fund,
purpose, and object charged in the general
ledger?

Does the person receiving the goods sign the
requisition as evidence of receipt?

Are the approved and completed requisitions
kept on file?

Upon receipt of goods, does the signed
receiving report go to the accounting office?

10

Are entries to perpetual inventory records
made timely upon the receipt of goods?

11

Are receiving reports used to record
purchases to the perpetual inventory records?
(Critical Control)

12

Are the following duties performed by different

people:

a. Receiving and issuing inventory and the
operational duties? (Critical Control)

b. Receiving and issuing of inventory and
taking the physical inventory? (Critical
Control)

c. Receiving and issuing of inventory and the
approving of expenditures, recording
transactions in the general ledger, and
reconciliation of subsidiary records to
control accounts? (Critical Control)
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SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Inventory Cycle

Form |

Yes

No

NA

Comments

13

Is a definite responsibility designated for each
inventory type?

14

Are work orders or requisitions required to be
approved by appropriately designated officials
as a basis of issuing inventories? (Critical
Control)

15

Is there adequate physical security
surrounding inventories?

16

Is physical access to inventories restricted to
authorized personnel? (Critical Control).

17

Is there appropriate insurance coverage for
significant inventories?

18

Are all employees responsible for inventories
adequately bonded?

19

Are written instructions given and explained to
all personnel involved in the physical count of
the inventory?

20

Are physical Inventories:

a. supervised by someone independent of
the custodial or record keeping functions?
(Critical Control)

b. made by or tested by employees
independent of the department being
inventoried? (Critical Control)

c. recorded on permanent inventory count
sheets? (Critical Control)

d. re-recorded on count sheets signed and
dated by the person supervising the
count? (Critical Control)

e. planned to provide provisions for cut-off of
receipts and issues? (Critical Control)

f. reflected in the perpetual records based
on the actual inventory quantities?
(Critical Control)

21

Are prenumbered tags used during the
physical inventories count?

22

Is there a proper cut-off of receipts and issues
from inventory at year end?

23

Is access to the perpetual inventory records
limited to authorized individuals?

24

Are adjustments to inventory records
approved by a properly designated official?
(Critical Control)

B. Monitoring

25

Is a physical inventory taken at least
annually? (Critical Control)

26

Are perpetual inventory balances reconciled
against the general ledger control accounts at
least annually? (Critical Control)

27

Does management review the above
reconciliations at year-end? (Critical Control)
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SELF ASSESSMENT OF INTERNAL CONTROL

Budget and Financial Cycles
Inventory Cycle

Form |

Yes | No | NA Comments

o8 Does management assess inventory policies

and procedures periodically?
29 Are deviations_ of reports followed up by

management in a timely manner?
30 Does management reassess in_ventory

policies and procedures periodically?

3
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