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This appendix is a supplement to the Cyber Security: Getting 
Started Guide, a non-technical reference essential for business 
managers, office managers, and operations managers. This ap-
pendix is one of many produced in conjunction with the Guide 
to help those in small business and agencies to further their 
knowledge and awareness regarding cyber security. For more 
information visit: http://www.msisac.org 
 
 
 
 
 
 
 
 
 
Produced by:  
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Center and United States Computer Emergency 
Readiness Team 
 
 
 
 
 
 
The “Cyber Security: Beginners Guide to Firewalls” appendix 
has been developed and distributed for educational and non-
commercial purposes only.  Copies and reproductions of this 
content, in whole or in part, may only be distributed, repro-
duced or transmitted for educational and non-commercial pur-
poses.  
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 adaptor in your computer(s) has a 12-character MAC 
 address.  This number is usually found printed on the 
 wireless adaptor or you can find it when you run the 
 software that came with the adaptor.  It may look like 
 000CFD4A68DD or 00-0C-FD-4A-68-DD. When 
 configuring your firewall, enter the MAC address of 
 each computer authorized to use the wireless connec-
 tion.  Generally, every computer on your network 
 with a wireless access card is usually included in the 
 authorization list. 
 
• Enable the feature to encrypt information sent be-

tween your wireless computer and firewall.  This may 
be referred to as either WPA or WEP.  Whenever 
possible using WPA is preferred over the older type of 
encryption, WEP.  When you enable this feature on 
your firewall, you will be prompted to enter a “key” 
which is similar to a password.  This exact same “key” 
must be entered in the wireless adaptor software on 
all your wireless computers otherwise they will not be 
able to communicate with the wireless firewall.   

 
Summary 
So what can you do to protect your computer?  Protecting 
your computer is about layers of security. A firewall is a criti-
cal layer. However, you must ensure that you do all of the 
following: 
 

• Install and use a firewall. Set your firewall to automati-
cally check for new updates. 

• Install and use anti-virus software – a firewall is not a 
substitute for anti-virus software. 

• Set your computer to automatically update to ensure 
you have the latest security patches applied to your 
computer. 

 
These steps will help protect you from the threats that lurk on 
the Internet.  It’s important to remember that there is no such 
thing as a perfectly secure network, so it’s best to be cautious. 
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Introduction If you own a computer, you may have heard 
about FIREWALLS. A firewall is used to add a layer of protec-
tion between your computer or network and potential hack-
ers. As you read through this document, you will learn more 
about firewalls, how they work, and what kinds of threats they 
can protect you from. 
 
What Is a Firewall?  A firewall can be viewed as a 
traffic cop controlling the flow of cars at a highway intersec-
tion, ensuring that they obey the rules of the road.    
 
 A firewall is a hardware or software solution to enforce secu-
rity policies.  Or, another way to look at it is in a physical se-
curity analogy: a firewall is equivalent to a door lock on a pe-
rimeter door or on a door to a room inside of the building - it 
permits only authorized users such as those with a key or ac-
cess card to enter. A firewall blocks unauthorized and poten-
tially dangerous material from entering the system.   If enabled, 
it will also log attempted intrusions.  
 
When surfing the Internet or sending email, information is 
broken up and sent in small packets, similar to cars traveling 
on a highway. Just as a traffic cop controls the flow of vehicles, 
a firewall controls the flow of packets of information that 
travel between your computer or network (more than one 
computer connected together) and the Internet.  When pack-
ets coming into (or going out of) your computer are not obey-
ing the “safety rules,” the firewall can block them to help pro-
tect your computer. 
 
What It Does A firewall is a software program or hard-
ware device that filters the information coming from the Inter-
net connection into your network or computer system. It can 
also filter information outgoing to the Internet. For example, if 
an incoming packet of information is flagged by the filters, it is 
not allowed through. 
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Just as we need to drive our cars defensively on the highway 
to prevent accidents and injury, so do we need to “surf” the 
Internet defensively from our computers to prevent someone 
from stealing our personal, financial, or other sensitive infor-
mation.  This information might be used to commit identity 
theft or our computers might be used to attack other com-
puters or networks. 
 
At this point, you may be thinking “why would anyone want to 
attack my computer?” Here are just some of the reasons: 
 

1. to steal your credit card and bank account numbers to       
      purchase goods and services in your name; 
2. to store illegal copies of software, music and movies       
      for other Internet users to download; 
3. to use your computer to launch an attack on other   
      computers causing them to become infected or crash; 
4.   because they can! 

 
In examples 2 and 3 above, a malicious person may also be 
covering their tracks by setting you up to look like the guilty 
party.  Generally, attacks on computers are growing and are 
designed to compromise your computer without you ever 
knowing it. Users tend to be vulnerable today because they 
have powerful computers directly connected to the Internet. 
 
Why Should I Use a Firewall? Think of writing a 
book with thousands of pages.  What are the chances that the 
spelling, grammar and punctuation will be 100% correct?  
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• Enable the logging feature.  Reviewing the logs regu-
 larly will help you discern if unusual activity is appear-
 ing on your network. 

 
Unlike a software firewall, you won’t get any immediate alerts 
from a hardware firewall.  All the activity is stored in a log file 
on the firewall.  You should periodically review this informa-
tion for unusual activity such as: 
 

• Successful inbound connections from the Internet to 
 one of your computers.  Generally this is suspicious 
 unless you have specifically allowed someone to do 
 this. 
• If you see outbound activity from your computer at 
 2:00 a.m., for example, and you know no one was us-
 ing it at that hour, it may indicate someone has broken 
 Into your computer or your computer is infected with 
 a virus.  Be sure to check that this traffic is not related 
 to automatic software updates before taking further 
 action. 

 
Installing and Using a Wireless Hardware 
Firewall 
Wireless hardware firewalls follow the same steps as wired 
hardware firewalls, however, wireless radio signals are not 
confined to inside your office or building, or the immediate 
surrounding area outside.  Please note, generally, wireless fire-
walls are not as robust as conventional hardware/software 
firewalls. More information about wireless hardware firewalls 
will be coming in the future appendices.   
 
To prevent your neighbors from using your wireless Internet 
access or from viewing information you send between your 
wireless computer and your wireless hardware firewall, you 
should: 
 

• Enable the feature called Media Access Control (MAC) 
 address filtering that only allows your wireless com-
 puters to use your firewall.  The wireless card or 
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Internet Explorer is attempting to access the Internet, select 
the OK option (it may be called “do not block” or “allow”).   
However, if the alert is for an application you don’t recognize, 
type the name of the software into your Internet search en-
gine, such as Google, Yahoo, etc., to see if you can learn more 
about this application.  If your search indicates that the applica-
tion may not be legitimate or if you just can’t tell, play it safe 
and click on the BLOCK option (it may be called “do not al-
low” or “deny”). 
 
Installing and Using a Wired Hardware 
Firewall Some hardware firewalls also use a “wizard” to 
walk you through their setup.  Often they require different 
information than a software firewall, including information 
about your Internet connection.  A word of caution, if your 
broadband provider manages your firewall/router, please con-
tact them before making any of the changes suggested in this 
section. Here are some guidelines to follow: 
 

• Check the support area of your firewall vendor’s web 
 site to ensure you have the latest updates for your 
 firewall model.  If not, follow the vendor’s instructions 
 to upgrade your firewall. 
• Change the default administrator (or admin) password.  
 These passwords are well known and could be used by 
 a malicious person to take control of your firewall.  
 Use a hard-to-guess password that includes letters, 
 numbers and special characters. 
• Make sure the option allowing remote management is 
 disabled.  Enabling remote management would allow 
 someone coming from the Internet (sometimes ref-
 erred to as the WAN interface) to configure the fire-
 wall. 
• If you use applications that require a network, such as 
 instant messaging, and/or file sharing, you may have to 
 enable certain features in the firewall.  Check your 
 firewall settings to see if there are settings for that 
 specific application that will not disable other security 
 features in the firewall. 
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Computer software is like hundreds of authors writing a single, 
very complicated book and, unfortunately, errors (called bugs 
or vulnerabilities) are invariably introduced. Malicious people 
spend a lot of time trying to find and exploit these errors to 
attack your computer for fun, profit or to cause harm.  A 
properly configured firewall can help block many of these at-
tacks by preventing malicious computers on the Internet from 
connecting to your computer. 
  
Even with a firewall, there are still ways your computer can be 
attacked or infected with a virus.  For example, if you are not 
running up-to-date anti-virus software, a firewall will not stop a 
virus sent in an email message from infecting your computer. 
 
What It Protects You From There are many ways 
that unscrupulous people access or abuse unprotected com-
puters:  
 

• Trojans – programs that have a hidden malicious pur-    
      pose. They may replace existing files with malicious      
      code or add new malicious files to the computer.   
      They may install other hacker tools or install back-         
      doors on infected computers. 
• Backdoors – often employed by Trojans, backdoors  
      are programs that create hidden access capabilities        
      which allow a hacker to remotely control your com-    
       puter. 
• Key loggers – software that tracks your key strokes  
      (including user names, passwords, credit card informa-          
      tion, etc.) and sends them to a third party without  
      your knowledge and consent.  Not all firewalls protect  
      against this threat. 

 
I Use Dial-up to Access the Internet. Do I 
Still Need a Firewall?  Yes. A computer running Mi-
crosoft Windows without a firewall and anti-virus software can 
be discovered and attacked and compromised in as little as a 
few minutes.   
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Regardless of your connection method (dial-up or broadband), 
it only takes a few minutes for a computer without a firewall 
to allow intruders access to your computer.   A firewall will 
help protect your computer from successful attacks. 
 
I Use an Apple MAC. Do I Still Need a Fire-
wall? Yes. MAC’s are not immune to attacks and are just as 
susceptible to compromise as a Microsoft Windows system, 
therefore a firewall is necessary. 
 
What Type of Firewall Should I Use? Basically 
there are two types of firewalls: software and hardware fire-
walls. 
 
A software firewall (also called a personal firewall) runs di-
rectly on your computer. This firewall is the most common 
type for users. Software firewalls typically require very little 
technical knowledge and therefore are relatively easy to get up 
and running.  Many firewalls have default configurations for the 
user. To get started, either purchase a firewall or download a 
free one from a trusted site.   
 
For most users, the default installation settings are sufficient.   
 
A hardware firewall is usually an external device such as a 
firewall/router.  This is typically used with an “always on” 
Internet connection such as those available from your cable TV 
or telephone company (also called broadband Internet connec-
tions).  A hardware firewall is an appliance that sits between 
your computer and the cable or DSL modem installed by the 
cable TV or telephone company respectively.  
 
Hardware firewalls typically require more technical knowledge 
to configure and maintain than software firewalls.  They usually 
come set up by default to block all attempts from the Internet 
to connect to your computers but often allow any software on 
your computer(s) to connect to the Internet. 
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Installing and Using a Personal (Software) 
Firewall  The level of security you establish on your fire-
wall will determine how many threats can be stopped by your 
firewall. The highest level of security would be to simply block 
all incoming and outgoing communications. Obviously, that 
defeats the purpose of having an Internet connection. You can 
restrict traffic so that only certain types of information, such as 
e-mail, can get through the firewall. A good rule for businesses 
that have an experienced network administrator who under-
stands the business needs is to begin by blocking all traffic and 
then begin to select which types of traffic you will allow. For 
most of us, it is probably better to work with the defaults pro-
vided by the firewall vendor unless there is a specific reason to 
change them.  
 
Software firewalls typically use a “wizard” to ask you some 
basic questions to set up your firewall.  Whenever in doubt, 
take the “default” or “recommended” answer.  Here are some 
guidelines to follow: 
 

• If you are prompted to set up a network, answer   
     “NO” unless you have multiple computers which are   
    connected together and used to share printers, files or   
    other resources. 
• If the firewall includes an automatic update feature,  
    turn it on or enable it. 
• Periodically check the support area of your firewall 
 vendor’s web site to ensure you have the latest soft
 ware updates for your firewall model.  If not, follow 
 the vendor’s instructions to upgrade your firewall. 
•  Enable the logging feature.  Reviewing the logs regu-

 larly will help discern if unusual activity is going on 
 your network 

 
Once installed, the firewall will usually alert you the first time 
an application attempts to access the Internet. For example, if 
you just clicked on Internet Explorer and the alert says  
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